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Safetica
Data Loss Prevention (DLP) Solution

protecting sensitive data from “leaking”

Regulatory Compliance GDPR & PD PA

@ safetica



The world's most valuable resource
s no longer oil, but data.

The World Economist Magazine
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The cybersecurity in numbers

« (Center for Strategic and International Studies (CSIS) noted,
Cost of cybercrime globally was over $600 Billions in 2018

* insiders contributed to 46% of cybersecurity incidents
 Records leaked 4.5 Billion 2019,
36 Billion records 2020

« By 2020, with the global annual cost
forecast to be $2.1 trillion

* \we've NARROWED OUR SEcURITY
RI5kS DOWN to Trese Two GRouPs,”




Cyber Threats Landscape



Maze Ransomware — New Type Ransomware Attacks
Human-operated ransomware attacks

Maze Ransomware Is an even
more dangerous attack, because
the criminals behind MAZE also
have a public website where they
post the stolen data of the victims
who refuse to pay the extortion
fee.




"Security is always too much until
the day is not enough.”

William H. Webster. Former Director FBI
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* (One of major credit check companies in the US
« With overturn over US$3 billions

« By mistake of one employee nearly 14 /millions of personal
information was exposed

Fined by US$700 millions

« "I don't think we can pass a law that, excuse me for saying this,
fixes stupid. | can't fix stupid.” (Richard F. Smith former CEO)
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e 80% Human error
e 0% Deliberate leaks




How? Human error

80% of all leaks caused by mistake GECT’;A:) HUMAN

* (arelessness
« [ack of IT proficiency

| ost or stolen devices

e | aziness




Carelessness
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Wny? Deliberate leaks

20% Deliberate leaks

e Start a own business

* Sell data to a competitor >
« Use the data as leverage while applying for a new job

 |ntentional harm

 Presume the data is theirs




About Safetica
DLP Technologies



Safetica Technologies

* Czech company founded in 2008

e 70+ security experts

* Customers in more than 90 countries
* Bitdefender Technology Alliance

* Gartner-recognized

* Microsoft Silver partner
* Fortinet Technology Alliance Program memberfaca o i
* Tech Accord
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Security Stack Compatible Vendors
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Cybersecurity in motion

Highly compatible with 3rd party security tools

Don't restrict yourself! with Safetica the number of combinations are limitless

Any Antivirus solutions Any Data classification solutions

Any Firewall solutions <&—— . ——> Any Back-up solutions

Any SIEM solutions Any network solutions




Safetica is here to help!
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How 1T WOrks

3rd party
SIEM classification
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Safetica Management
Console & Server

Policies

Alerts

Company devices
with Safetica

Monitor

Alert " P78
Justify ...
Block T



Product Portfolio

Safetica
Discovery

Safetica
Enterprise

Safetica

Protection ﬂ

Safetica UEBA

Safetica Mobile D‘j

PRODUCTS

EXTRA MODULES



Compatibility on
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@ Security Audit

Data-flow security audit €9

Office 365 file and email audit €%
Regulatory compliance audit €9
Workspace security audit €
Content inspection classification

Detection of suspicious activities €9

© Endpoint data protection
€ Cloud Data Protection
© Enterprise Features

© Security Automation

Safetica @ N
Discovery E
Understand sensitive data flow.
Get security & regulatory audits.

MORE INFO

XX XX LKL

Safetica @
Protection

Full Data Loss Prevention (DLP).
Secure critical company data.

MORE INFO

XX QO L L CCCCKC A

Safetica
Enterprise ﬁ
Enterprise data security stack.
Maximum integrations.

MORE INFO

CLO L KKK K



Safetica . Safetica Safetica
Discovery % Protection @ Enterprise ﬁ

Understand sensitive data flow. Full Data [ oss Prevention (DLP). Enterprise data security stack.
Compatibility on Get security & regulatory audits. Secure critical company data. Maximum integrations.

] | dwc
=6 Jw MORE INFO MORE INFO MORE INFO

© Security Audit
@ Endpoint data protection

Email and network protection €9
Devices and print protection €
Remote work protection €9
Advanced data classification €%
Different remediation policies €%
Incident Shadow Copy €
Workspace control €%

Safetica Zone €9

XK X XXX XXX X K
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BitLocker encryption management €9




Safetica . Safetica Safetica
Discovery @E Protection @ Enterprise ﬁ

Understand sensitive data flow: Full Data Loss Prevention (DLP). Enterprise data security stack.
Compatibility on Get security & regulatory audits. Secure critical company data. Maximum integrations.

ul i
=6 J # MORE INFO MORE INFO MORE INFO

© Security Audit v v v
@ Endpoint data protection X v v
@ Cloud Data Protection X v v
Endpoint cloud sync protection €9 X v v
Endpoint Office 365 protection €9 X v v/
Azure Information Protection € X v v
Exchange Online Protection €% p 4 v v
@ Enterprise Features X X v
End-user rebranding € )4 X v~
Workflow control € h 4 hod v
Multi-domain support € X X Vv




Compatibility on
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@ Security Audit

@ Endpoint data protection
€ Cloud Data Protection
@ Enterprise Features

@ Security Automation

SIEM integration €%

FortiGate integration €%

Safetica @ N
Discovery E
Understand sensitive data flow.
Get security & regulatory audits.

MORE INFO

XX XXX XS

Safetica @
Protection

Full Data Loss Prevention (DLP).
Secure critical company data.

MORE INFO

AX XX L LA

Safetica
Enterprise ﬂ
Enterprise data security stack.
Maximum integrations.

MORE INFO

CL L L L < S



Extra modules

Enhance your data protection solutions with extra modules

Safetica UEBA (User and Entity Behavior Analytics)

— Understand real user activity and behaviour in detail.
— Get a comprehensive overview of work time usage.
— Use the insight to secure your data and workspace

Safetica Mobile

- Protect data on mobile devices, e.g. smartphones and tablets.

— Get an overview of mobile device status to identify risks.
— Audit activity both within apps and on websites.

Safetica

UEBA
User and Entity Behavior Analytics
(UEBA). Module for WebSafetica.

Compatibility on

+ User activity audit
+ Behavior analysis

+« Extended reporting

SELECT

Safetica j
Mobile o
Mobile Device Management

(MDM) and workspace security.
Module for WebSafetica

Compatibility on

" Security audit
+ Antitheft

+ Workspace management

SELECT



Why choose Safetica over a competitor?

Protects ANY type of data format or application
Fasy to manage and customize

Works on existing infrastructure

Admin users can't “kill" Safetica processes

High performance — useless resource

g U AW

Best ROI — Return On Investment




Safetica Screen Shot Demo




Safetica - Dashboard
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=il A CHARTS
Unknown
= <+ Active Directory Applications: Maost active applications E-mails: Sent/Received e-mails s Appl_lca?lon...
= < safetica.co.th Application co..
h S Top blocked a..
I.. Comp%ﬂers Google Chrome [chrome.exe) & -@ Received op blocke a
=z Domain Controllers Blocked applic...
£2 Users £ Top blocked us...
£: HR Department VMware Warkstation umwe — E = Applications
== VIP g Runtime of Ap...
LJ Avenger Microsoft Outlook :jOU'LO...J 2 Active runtime ...
cLo7 s s o Gthers Top Applicatio...
; C_LI1D _ Explorer [explorer.. | 0 Top active users
£+ Financial Remote Desktop Connactio 2/15/2020 2/22/2020 2/29/2020 3/7/2020 & Device cont
& samarts@AVENGER Top actions
Webs: Top users X | | Webs: Top visited domains il X —
Top restriction ...
cloud.gravityzone bitdefender.com - | R Top blocked us...
samarts@AVENGER kingsmanga.net Most used devi...
facenook.com - [ Top users
scormservicerocketio = Devices
panbitdefender.com - Top users
Administratar 192.168.1.251 = DLP logs
Others Top actions
0 10 20 0 40 50 &0 0 5 10 15 20 25 30 35 The most activ...
Active time [h] Active time [h] Top operations
File operations...
Print: Top printing users X | | print: Print monitor timeline di X Top users
= E-mails

Cant/Rarairad




Safetica — Auditor Application (UEBA
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BBl & Functions settings Applications Devices Web sites Print

Network traffic  Trends E-mails Files

+ Y @) Layout: Recent ¥ Period: 2/11/2020 - 3/11/2020 ¥ ? PDF XLS
= ':".;afetlca A CHARTS
£z Unknown
- £= Active Directory Top active users X | | Active runtime of applications W X Runtime of Applicati...
=2+ safetica.coth Most active applicat...
» Computers 12 Top Application Cat...
-lz Domain Controllers samarts @AVENGER o
=x Users =
£+ HR Department E 8
E-2x VIP s .
H
CJ Avenger 8
cLIo7 Administrator < 4
:: AETEE 0 20 40 &0 80 100 120 140 o . I [ | I l —
& samarts@AVENGER Active time [h] 2/11/2020  2/14/2020  2A7/2020 22002020 /232020  2/26/2020 /252020  3/32020 /62020  3/9/2020
~ RECORDS

Drag below this text the columns you want to group by Application category

¥ User name Aggregation Date and time
Y Application DuraTion_
Application path
v PC From - To

User name: Administrator

E User name: samarts@AVENGER
Application: pTorrent (uTorrent.exe)
Application: 7z Setup SFX (VMware-viclient-all-5.5.0-1993072.exe)
Application: Adobe Acrobat Reader DC (AcroRd32.exe)

10 h 53 min 30 s of active time
133 h 41 min 50 s of active time
2 min 46 s of active time

21 s of active time

1 min 23 s of active time

« »  f 0ofd Selected: 1/ Sum: 2 min 46 s / Average: 2 min46 s

E Filters: MNo active filters
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Safetica — Auditor Application (UEBA
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+ v & Layout: Recent ¥ Period: 2/11/2020 - 3/11/2020 ¥ ? PDF ®LS
= & Safetica « CHARTS
#x Unknown
==z Active Directory A RECORDS

-2 safetica.co.th

= Computers Drag below this text the columns you want to group by
'+ Domain Controllers ¥ User name
. Users ¥ Application
£+ HR Department
. epartmen ¥ PC From - To
H-£2 VIP —
O Avenger User name: Administrator
= User name: samarts@AVENGER
cLio7 o
cLI10 Application: pTorrent (uTorrent.exe)
e - Application: 7z Setup SFX (VMware-viclient-all-5.5.0-1993072.exe)
2x Financia

Application: Adobe Acrobat Reader DC (AcroRd32.exe)

Application: AnyDesk.exe

Application: BitDefender SupportToal (SupportTool.exe)

Application: BlueStacks Uninstaller (BlueStacksUninstaller.exe)
Application: Calculator.exe

Application: COM Surrogate (dllhost.exe)

Application: Contact: Your local administrator (VMware-viclient.exe)
Application: Converter Standalone Application (converter.exe)
Application: Credential Manager Ul Host (CredentialUlBroker.exe)
Application: Endpoint Security Consale (epconsole.exe)

Application: Endpoint Security Power User Console (eppowerconsole.exe)
Application: Firebox Policy Manager (pm_fb.exe)

Application: Firebox System Manager (fsm.exe)

Application: Firefox (firefox.exe)

Application: Foxit PhantomPDF 9.7 (FoxitPhantomPDF.exe)

Application: Foxit PhantomPDF Activation (Activation.exe)

« » ,/ Dof0

& samarts@AVENGER

E Filters: No active filters

Application category
Date and time
Application path
Duration

Aggregation

10 h 53 min 30 s of active time
133 h 45 min 22 s of active time
2 min 46 s of active time

21 s of active time

1 min 23 s of active time

2 h 45 min 24 s of active time

2 min 32 s of active time

55 s of active time

4 min 46 s of active time

21 min 30 s of active time

20 s of active time

41 min 55 s of active time

4 min 19 s of active time

29 min 37 s of active time

1 min 24 s of active time

1h 9 min 17 s of active time

41 min 25 s of active time

59 5 of active time

3 h 53 min 59 s of active time

13 s of active time

Selected: 1/ Sum: 133 h 45 min 22 s / Average: 133 h 45 min 22 s

X




Safretica — Auditor Devices
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Functions settings Applications Devices Web sites Print Network traffic Trends E-mails
-+ 4 o Layout: Recent ¥ Period: 2/11/2020 - 3/11/2020 ¥ ? PDF XLS
= & Safetica v CHARTS
£+ Unknown
H2e )':\Ctlve [?lrectory A RECORDS
=z safetica.co.th
2 Computers Drag below this text the columns you want to group by Application

'+ Domain Controllers ¥ Device Type Aggregation
. n LeEE ¥ PC ¥ User name Vendor ¥ Interfa.. ~ |V Action v Device identification |V Date and time | ¥ Description ¥ Drive
B :: :’III; Department Device Type: Windows Portable Device Logs count: 2
= Device Type: Mass storage Logs count: 35
ST Avenger samarts@AVENGER SanDisk Corp. USB Disconnected 4C530000290227116194 2/11/2020 10:14:5... SanDisk' Cruzer Fit USB Device -
EII::?; Avenger samarts@AVENGER Western Digital Technologies, Inc. USB Connected 5758453630384350323.. 2/11/2020 10:19:1... -
£ Finandial Avenger samarts@AVENGER Western Digital Technologies, Inc. USB Disconnected 5758453630384350323... 2/11/2020 05:26:2... =
& samarts@AVENGER Avenger samarts@AVENGER Western Digital Technologies, Inc. USB Connected 5758453630384350323.. 2/13/2020 11:30:4... -
Avenger samarts@AVENGER Western Digital Technologies, Inc. USB Disconnected 5758453630384350323... 2/13/2020 05:08:4... -
Avenger samarts@AVENGER SanDisk Corp. USB Connected A4C530000290227116194 2/17/2020 10:17:0... SanDisk’ Cruzer Fit USBE Device -
Avenger samarts@AVENGER SanDisk Corp. USB Disconnected A4C530000290227116194 2/17/2020 10:45:0.. SanDisk’ Cruzer Fit USB Device -
Avenger samarts@AVENGER SanDisk Corp. USB Connected 4C530000290227116194 2/17/2020 03:47:0.. SanDisk’ Cruzer Fit USB Device -
Avenger samarts@AVENGER SanDisk Corp. USB Disconnected 4C530000290227116194 2/17/2020 03:47:1.. SanDisk’ Cruzer Fit USB Device -
Avenger samarts@AVENGER Alcor Micro Corp. USB Connected COAE9541 212472020 12:55:5... Generic Flash Disk USB Device -
Avenger samarts@AVENGER Alcor Micro Corp. USB Disconnected COAES541 2/24/2020 01:11:2... Generic Flash Disk USB Device -
Avenger samarts@AVENGER Alcor Micro Corp. USB Connected COAES541 2/24/2020 01:36:5.. Generic Flash Disk USB Device -
Avenger samarts@AVENGER Western Digital Technologies, Inc. USB Connected 5758453630384350323... 2/24/2020 01:55:2... -
Avenger samarts@AVENGER Western Digital Technologies, Inc. USB Disconnected 5758453630384350323.. 2/24/2020 02:59:2... -
Avenger samarts@AVENGER Alcor Micro Corp. USB Disconnected COAE9541 2/24/2020 04:31:5... Generic Flash Disk USB Device -
Avenger samarts@AVENGER Western Digital Technologies, Inc. USB Connected 5758453630384350323.. 2/25/2020 09:55:3.. -
« » Dof0 Selected: 1/ Sum: 35 / Average: 35.0

Filters: No active filters




Safetica — Auditor Websites
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-+ 4 o Layout: Recent ¥ Period: 2/11/2020 - 3/11/2020 ¥ ? PDF XLS
= & Safetica A CHARTS
== Unknown
=1 £+ Active Directory Top visited domains il X | | Top visited web categories Al X | |Web sites access
£+ safetica.coth Top users
< Users readmng.com .
=: HR Department _ _ _
. elearning safetica.com Social networks
== VIP
O Avenger kingsmanga.net
CLIOT scorm.servicerocketio Unknown category -
CLIT0 Others
:: A 0 5 10 15 20 25 30 35 0 2 4 6 8 10 12 14
4 samarts@AVENGER Active time [h] Active time [h]
/~~ RECORDS
Drag below this text the columns you want to group by From - To
Y User name L Aggregation Protocol
¥ Web category v PC v Title v Duration ¥ URL ¥ Date and time Browser
=" User name: samarts@AVENGER 18 h 4 min 45 s of active time Domain T
1T Avenger Bitdefender GravityZone 7 s cloud.gravityzone.bitdefender.com/ 2/11/2020 09:27:51 AM
1T Avenger Bitdefender GravityZone 7 min 54 s cloud.gravityzone.bitdefender.com/ 2/11/2020 09:28:08 AM
1T Avenger Bitdefender GravityZone 7 min 8 s cloud.gravityzone.bitdefender.com/ 2/11/2020 09:41:31 AM
1T Avenger Bitdefender GravityZone 6 min 10 s cloud.gravityzone.bitdefender.com/ 2/11/2020 09:49:24 AM
« » | # 0of0 Selected: 1/ Sum: 18 h 4 min 45 s / Average: 18 h4 min45 s

Filters: Domain (Contains cloud.gravityzone.bitdefender.com, Contains readmng.com, ...) [REELEIRlES




Safetica — Auditor Websites
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+ Y o Layout: Recent ¥ Period: 2/11/2020 - 3/11/2020 v ? PDF XLS o
= & Safetica ~ CHARTS
2= Unknown
= ,i':\ctive [?irectory A RECORDS
= == safetica.co.th
'+ Computers Drag below this text the columns you want to group by From - To
'+ Domain Controllers ¥ User name L Aggregation Protocol
. #x Users ¥ Web category ¥ PC v Title ¥ Duration ¥ URL ¥ Date and time Browser
5 :: S:; Department IT Avenger Bitdefender GravityZone 8 s cloud.gravityzone.bitdefender.com/ 211272020 11:40:12 AM Domain T
O Avenger Social networks Avenger (2) Facebook 5 min 23 s facebook.com/ 21272020 11:42:58 AM
cLI07 Sacial networks Avenger (2) Facebook 1 5 facebook.com/ 2/12/2020 11:49:27 AM
CLI10 T Avenger Bitdefender GravityZone 5 s cloud.gravityzone.bitdefender.com/ 2/12/2020 11:50:59 AM
=: Financial IT Avenger Bitdefender GravityZone 2 min 20 s cloud.gravityzone.bitdefender.com/ 211272020 01:13:50 PM
&4 samarts@AVENGER IT Avenger Bitdefender GravityZone 1 min 2 s cloud.gravityzone.bitdefender.com/ 2/12/2020 01:16:19 PM
IT Avenger Bitdefender GravityZone 26 5 cloud.gravityzone.bitdefender.com/ 211272020 01:35:25 PM
IT Avenger Bitdefender GravityZone 1 min 0 s cloud.gravityzone.bitdefender.com/ 21272020 01:35:58 PM
IT Avenger Bitdefender GravityZone 34 5 cloud.gravityzone.bitdefender.com/ 211272020 01:46:54 PM
IT Avenger Bitdefender GravityZone 4 min 57 s cloud.gravityzone.bitdefender.com/ 21272020 01:48:01 PM
IT Avenger Bitdefender GravityZone 13 s cloud.gravityzone.bitdefender.com/ 211272020 02:00:09 PM
IT Avenger Bitdefender GravityZone 43 s cloud.gravityzone.bitdefender.com/ 211272020 02:02:42 PM
Unknown category Avenger ReadManga Today - Read Free Manga Online! 32 s readmng.com/ 2/12/2020 02:13:03 PM
Unknown category Avenger Martial Peak 140 - Read Martial Peak Chapter 140 20 s readmng.com/martial-peak/140/all-pages 2/12/2020 02:13:36 PM
IT Avenger Bitdefender GravityZone 38 s cloud.gravityzone.bitdefender.com/ 211272020 02:14:02 PM
IT Avenger Bitdefender GravityZone 13 s cloud.gravityzone.bitdefender.com/ 211272020 02:14:56 PM
IT Avenger Bitdefender GravityZone 54 5 cloud.gravityzone.bitdefender.com/ 211272020 02:15:36 PM
T Avennar Ritdafandar GravihiZana A ¢ rland aravitrana hitdafandar cam/ 2412 /2000 31422 DM
« » 7 Dofd Selected: 1/ Sum: 18 h 4 min 45 s / Average: 18 h4 min 45 s

E Filters: Domain (Contains cloud.gravityzone.bitdefender.com, Contains readmng.com, ...)




Safetica — Auditor
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-+ ' o Layout: Recent ¥ [ Period: 1/1/2020 - 3/11/2020 ¥ | ?  PDF XS
=& Safetica A CHARTS
#+ Unknown
=<2 Active Directory Top printing users X | | Top printing applications D X | | Most used printers 4y x Printer types
=-=x safetica.co.th

#: Computers
#x: Domain Controllers
&x Users
£ HR Department
E-&: VIP
L1 Avenger
CLIO7
CLI1o
<+ Financial
& samarts@AVENGER

samarts @AVENGER

Microsoft Waord (.. EPSOM L3150 Ser..

o 1 2

Total pages count

~ RECORDS

Print monitor timeline

Drag below this text the columns you want to group by

¥ User name

¥ Document name

= User name: samarts@AVENGER
Microsoft Word - Document2
Microsoft Word - Document2

¥ Total number of pa.. |'Y Print color |V Paper size ¥ Device Name ¥ Application

1 Colored
1 Colored

US Letter 8 1/2 x 11 in EPSON L3150 Series

Microsoft Word (WINWORD.EXE)
US Letter 8 1/2 x 11 in EPSON L3150 Series

Microsoft Word (WINWORD.EXE)

0of0

Filters: No active filters

L Aggregation
¥ Date and time

2 pages
1/24/2020 05:42:43 PM
1/24/2020 05:44:21 PM

Selected: 1/ Sum: 2 / Average: 2.0

Duplex print
PC
Printer type



Safretica — Auditor Network Traffic
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=l & Safetica A CHARTS
2+ Unknown
E=-dx Active Directory Top uploads by users X | | Top downloads by applications @ X Networktraffic timel..
=) £ safetica.co.th Top uploads by appl...
<x Computers Top downloads by a...
a:; Domain Controllers Top uploads by appl..
=x Users MEGAsync (MEGAsync.exe) rosoft Outletk | Top downloads by u...
£+ HR Department 9sdft PowerPaint (POW...
. samarts@AVENGER R
=== VIP ag
] Avenger System Manag
CLIO7
cLIo
:: T 0 20 40 &0 80 100 120
& samarts@AVENGER [ME]
-~ RECORDS

Drag below this text the columns you want to group by Application category

¥ User name Aggregation
¥ Application ¥ PC ¥ From To Data amount ¥ Sent / received
= User name: samarts@AVENGER Total size: 66.44 GB
Google Chrome {chrome.exe) Avenger 3/5/2020 01:37:06 AM 3/5/2020 02:08:28 AM 32.01 MB Received
Google Chrome (chrome.exe) Avenger 3/5/2020 01:37.06 AM 3/5/2020 02:08:28 AM 3.53 MB Sent
WatchGuard System Manager (AppMnar.exe) Avenger 3/5/2020 01:46:01 AM 3/5/2020 02:16:21 AM 23.21 MB Received
WatchGuard System Manager (AppMngr.exe) Avenger 3/5/2020 01:46:01 AM 3/5/2020 02:16:21 AM 1.29 MB Sent

S R N (U 7

Oof0

Filters: No active filters
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Selected: 1/ Sum: 66.44 GB / Average: 66.4 GB
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'+ Computers
'+ Domain Controllers
Zs Users
#+ HR Department
= VIP
J Avenger
CLIO7
CLI10
£+ Financial
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REPORTS  WEBSAFETICA
Applications Devices Web sites Print Network traffic Trends

Layout: Recent ¥ [ Period: 3/5/2020 - 3/11/2020 ¥ ]

v CHARTS

E-mails

.
S

SUPERVISOR

Safretica — Auditor Network

Traffic

X

MAINTENANCE

- m

S ®

PROFILE ~ SUPPORT

? PDF XS

-~ RECORDS

Drag below this text the columns you want to group by

¥ User name

¥ Application

= User name: samarts@AVENGER
Google Chrome (chrome.exe)
Google Chrome (chrome.exe)
WatchGuard System Manager (AppMngr.exe)
WatchGuard System Manager (AppMngr.exe)
Firebox System Manager (fsm.exe)
Firebox System Manager (fsm.exe)
Google Chrome (chrome.exe)
Google Chrome (chrome.exe)
Microsoft Outlook (OUTLOOK.EXE)
Microsoft Outlook (OUTLOOK.EXE)
WatchGuard System Manager (AppMngr.exe)
WatchGuard System Manager (AppMngr.exe)
Firebox System Manager (fsm.exe)
Firebox System Manager (fsm.exe)
Google Chrome (chrome.exe)
Google Chrome (chrome.exe)
Gooale Chrome (chrome.exe)

« » Oof0

Filters: No active filters

¥ PC

Avenger
Avenger
Avenger
Avenger
Avenger
Avenger
Avenger
Avenger
Avenger
Avenger
Avenger
Avenger
Avenger
Avenger
Avenger
Avenger
Avenaer

¥ From

3/5/2020 01:37:06 AM
3/5/2020 01:37:06 AM
3/5/2020 01:46:01 AM
3/5/2020 01:46:01 AM
3/5/2020 01:46:28 AM
3/5/2020 01:46:28 AM
3/5/2020 02:08:28 AM
3/5/2020 02:08:28 AM
3/5/2020 02:10:55 AM
3/5/2020 02:10:55 AM
3/5/2020 02:16:21 AM
3/5/2020 02:16:21 AM
3/5/2020 02:16:33 AM
3/5/2020 02:16:33 AM
3/6/2020 08:35:58 PM
3/6/2020 08:35:58 PM
3/6/2020 08:36:41 PM

To

3/5/2020 02:08:28 AM
3/5/2020 02:08:28 AM
3/5/2020 02:16:21 AM
3/5/2020 02:16:21 AM
3/5/2020 02:16:33 AM
3/5/2020 02:16:33 AM
3/5/2020 02:38:36 AM
3/5/2020 02:38:36 AM
3/5/2020 02:41:32 AM
3/5/2020 02:41:32 AM
3/5/2020 02:46:50 AM
3/5/2020 02:46:50 AM
3/5/2020 02:46:54 AM
3/5/2020 02:46:54 AM
3/6/2020 08:36:41 PM
3/6/2020 08:36:41 PM
3/6/2020 08:56:49 PM

Aggregation
Data amount ¥ Sent / received
Total size: 66.44 GB
32.01 MB Received
3.53 MB Sent
23.21 MB Received
1.29 MB Sent
87.08 MB Received
2.96 MB Sent
1.67 MB Received
1.58 MB Sent
13.12 MB Received
1.40 MB Sent
23.19 MB Received
1.29 MB Sent
87.83 MB Received
2.98 MB Sent
54.39 MB Received
529.62 kB Sent
29.42 MB Received
Selected: 1 / Sum: 66.44 GB / Average: 66.4 GB

Application category

X
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=--#+ Active Directory
#x safetica.coth
#: Computers
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#s Users
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=& VIP
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REPORTS

Applications

WEBSAFETICA
Devices

Layout: Recent ¥

A CHARTS

Print
Period: 3/5/2020 - 3/11/2020 »

Web sites

Network traffic

Trends

Safretica — Auditor

AUDITOR

E-mails Files

DLP SUPERVISOR

0.

MAINTENANCE

-

S ®

PROFILE

SUPPORT

PDF XS )

Top senders X | | Top recipients X Sent/Received e-ma..
Sent/Received e-ma...
Top recipients - e-m...
Top senders - e-mail...
Top recipients - do...
samarts@AVENGER samarts@AVENGER Top senders - domai...
0 2 3 4 2 4 6 8 10 12 14 16 13 20
Total size [ME] Total size [ME]
~ RECORDS
Drag below this text the columns you want to group by Contains attachments
¥ User name ¥ Sent/Received ¥ From ¥ Recipient ¥ Subject ¥ Files ¥ Date and time Det.. Size Application
samarts@AVENGER Received cgilcasares@bitdefende... michal@bdev.co.th, prod.. FW: Translation reguest 3/5/2020 02:19:00 AM Deta.. 24 B EZcipien ¢ - domain
samarts@AVENGER Sent samart@bitdefender.co... product@bitdefender.co... ldea marketing Covid-19 with ... image001,jpg 3/5/2020 02:35:00 AM Deta.. 2.54 kB Sender - domain
samarts@AVENGER Sent samart@bitdefender.co... product@bitdefender.co... Idea marketing Covid-19 with ... image001.jpg 3/5/2020 02:46:00 AM Deta... 2.54 kB
samarts@AVENGER Received nitiprath@bitdefender.c.. product@bitdefender.co... RE: Transfer license 202003030... 3/5/2020 08:36:.00 AM Deta.. 38B
samarts@AVENGER Received prapussorn@ampomicr.. product@bitdefender.co... RE: nsuvimungsianisAn image009.png, image008.png, ima... 3/5/2020 08:44:00 AM Deta.. 318.03 kB
samarts@AVENGER Received punyarat@bitdefender.c.. product@bitdefender.co... 515 : Bitdefender : Teazduadal. image001,jpg 3/5/2020 09:12:00 AM Deta.. 2.75 kB
« » 7 0of0 Selected: 1

Filters: No active filters | “lear all flies



Safetica — Auditor

- Mmail

- M|
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A E Pawen l@ L Q W
DASHBOARD ALERTS REPORTS  WEBSAFETICA AUDITOR DLP SUPERVISOR MAINTENANCE  PROFILE  SUPPORT
El 4 ru tin Applications Devices Web sites Print Network traffic E-mails Files
+ v 5 Layout: Recent ¥ Period: 3/5/2020 - 3/11/2020 ¥ ?  PDF XS
= & Safetica v CHARTS
#x Unknown
BH-2a )':\ctlve [?lret:‘[or:,'r A RECORDS
=x safetica.co.th
'+ Computers Drag below this text the columns you want to group by Contains attachments
» Domain Controllers ¥ User name ¥ Sent/Received ¥ From E-mail detail ¥ Date and time Det.. Size Application
, R‘B User'ts . samarts@AVENGER Received songklod@| o e 3/5/2020 09:22:00 AM Deta... AT4KB Egcipiem domain
2 epartmen R
O g VIP P samarts@AVENGER Received songklod@ D20).png, image0... 3/5/2020 09:51.00 AM Deta... 598.02 kB Sender - domain
) O Avenger samarts@AVENGER Received songklod® Subject: RF: aniiana About Ritdefender for Android D20).png, Slide--.... 3/5/2020 10:03:00 AM Deta.. 1.28 MB
cLIo7 samarts@AVENGER Received songklod@| From: sonaklod@hitdefender.coth 3/5/2020 10:52:00 AM Deta... 474 kB
CLI10 samarts@AVENGER Recewed wanna@am| .. product@bitdefender.co.th gel15.png, !mag... 3/5/2020 11:24.00 AM Deta... 133.33 kB
=+ Financial samarts@AVENGER Received songklod@ sales@bitdefender.co.th ge012.png, imag... 3/5/2020 12:08:00 PM Deta.. 173.56 kB
4 samarts@AVENGER samarts@AVENGER Received punyarat@k mage005.png, i.. 3/5/2020 01:16:00 PM Deta... 1.38 MB
samarts@AVENGER Received songklod@l  Attachment: Installing GravityZone Security for Mobile Device mage003.png, i.. 3/5/2020 01:46:00 PM Deta.. 1.38 MB
samarts@AVENGER Received wanna@am)| ge019.png, imag... 3/5/2020 01:46:00 PM Deta... 173.56 kB
samarts@AVENGER Received pinit@bhat, 3/5/2020 01:51:.00 PM Deta... 42 B
samarts@AVENGER Received pinit@bhat ge005,jpg, imag... 3/5/2020 01:51:00 PM Deta... 7772 kB
samarts@AVENGER Received pinit@bhatarapro.com  fatanee@bitdefender.co... Recall: sunu Gen Account Cas... 3/5/2020 01:52:.00 PM Deta.. 42 B
samarts@AVENGER Received patcharaporn@bitdefen.. product@bitdefender.co... PW: aaunu About Bitdefender ... About Bitdefender for Android proj... 3/5/2020 02:01:00 PM Deta... 150.84 kB
samarts@AVENGER Received nitiprath@bitdefender.c.. product@bitdefender.co... GravityZone Security for Mobil... image001,jpg 3/5/2020 02:19:.00 PM Deta... 2.70 kB
samarts@AVENGER Received songklod@bitdefender... product@bitdefender.co... RE: #aauany About Bitdefender ... Installing GravityZone Security for .. 3/5/2020 02:23:00 PM Deta... 1.98 MB
samarts@AVENGER Received fatanee@bitdefender.c.. product@bitdefender.co... bitdefender msyadau Malware ... image007jpg, image006.jpg, imag.. 3/5/2020 02:37:00 PM Deta... 51.19 kB
samarts@AVENGER Received patcharaporn@bitdefen.. product@bitdefender.co... FW: aaunny About Bitdefender ... sunaushada Android version (166.. 3/5/2020 03:08:00 PM Deta... 2.15 MB
samarts@AVENGER Received rinraphat@bitdefender... samart@bitdefender.co.th FW: Thai President Foods : 2ioil.. image001,jpg, Outlook-ympx0Oxnh... 3/5/2020 03:14:00 PM Deta... 29.65 kB
camarte@AVFNGFR Rersived mirhal@hdev rn th nrodurt@hbitdefander cn RE SiS - Bitdefender * snasafiam imanenN2 nna imanann? ina iman 2/5/2020 021600 PM Neta 201 44 kR
« » | £ Dof0 Selected: 1

Filters: No active filters [ EIEarallfilias

X
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= & Safetica
2 Unknown

=2+ Active Directory
=2+ safetica.co.th
2 Computers
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Za Users
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=& VIP
J Avenger
CLio7
CL10
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Safetica — Auditor Files

- |
¢ of ® @
E e /@ @ L4 @ W
REPORTS  WEBSAFETICA AUDITOR DLP SUPERVISOR MAINTENANCE PROFILE  SUPPORT
Applications Devices Web sites Print Network traffic Trends E-mails Files
Layout: Files Copied/Moved to USB ¥ Period: 3/5/2020 - 3/11/2020 ¥ ? PDF LS
~ CHARTS
Most active users X | | File operations timeline [ X Most active applicat..
Top operations
- Open
-@ Copy
samarts@AVEMGER &0 - Delete
g @ Create
™ -@ Web download
‘E 0 -@- Rename
2 -@- Web upload
=
Administrator 20
0
0 20 40 &0 &0 3/5/2020 3/6/2020 3/7/2020 3/8/2020 3/9/2020 3/10/2020 3/11/2020
Total size [GE] 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM
-~ RECORDS
Drag below this text the columns you want to group by Destination type
¥ User name ¥ PC ¥ Operati.. |V Source ¥ Source type ¥ Destination ¥ Destination device Application
samarts@AVENGER Avenger Web downl... https://pan.bitdefender.com/download/whitepaper-cyber-risk-managem... Web D:\Bitdefender\Battlecar... File
samarts@AVENGER Avenger Web downl... https://pan.bitdefender.com/download/advanced-business-security-data.. Web DM\Bitdefender\Datashee... To )
samarts@AVENGER Avenger Web downl... https://mega.nz/MEGAsyncSetup.exe Web FAMEGA\MEGAsyncSetu.. WD 3200BEV External USB Dev... E:‘I’;e;i';’”
samarts@AVENGER Avenger Web downl... https://cloud.gravityzone.bitdefender.com/webservice/CEPS/downloadR... Web ChUsers\samar\Downloa... SonTeD ATTEs
samarts@AVENGER Avenger Delete FAMEGA\Pentester Academy\001-Course-Introduction.mp4 USB From
samarts@AVENGER Avenger Delete USB

Filters: No active filters

FANMEGA\Pentester Academy\002-http-basics-1.mp4

Oof0

Selected: 1

X




Safetica — Auditor Files
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= AP X o

DASHBOARD ALERTS REPORTS  WEBSAFETICA AUDITOR DLP SUPERVISOR MAINTENANCE PROFILE SUPPORT
BBl & Functions settings Applications Devices Web sites Print Network traffic Trends E-mails Files
=+ v 5y Layout: Files Copied/Moved to USE ¥ Period: 3/5/2020 - 3/11/2020 ¥ 2 PDF LS
= & Safetica « CHARTS
Z& Unknown
=== Active Directory A~ RECORDS

=& safetica.co.th
#x Computers

<z Domain Controllers ¥ User name ¥ PC ¥ Operation ¥ Source ¥ Source type ¥ Destination ¥ Destination device Application

s Users samarts@AVENGER Avenger Web download https://pan.bitdefender.com/download/whitepaper-cyber-risk-manage.. Web D:\Bitdefender\Battlecard... File

Drag below this text the columns you want to group by Destination type

= :: ‘:lll:) Department samarts@AVENGER Avenger Web download https://pan.bitdefender.com/download/advanced-business-security-dat.. Web D\ Bitdefender\Datasheet... EO )
O Avenger samarts@AVENGER Avenger ~ Web download  https;//mega.nz/MEGAsyncSetup.exe Web FAMEGA\MEGAsyncSetup... WD 3200BEV External USB Devic... Fi’:’;e;i':”
cLIo7 samarts@AVENGER Avenger Web download https://cloud.gravityzone.bitdefender.com/webservice/CEPS/download.. Web Ch\Users\samar\Download... Source device
CLI0 samarts@AVENGER Avenger Delete FAMEGA\Pentester Academy\001-Course-Introduction.mp4 UsB From
<+ Financial samarts@AVENGER Avenger Delete FAMEGA\Pentester Academy\002-http-basics-1.mp4 USBE
& samarts@AVENGER samarts@AVENGER Avenger Delete FAMEGA\Pentester Academy\003-netcat-lab-http.mp4 USB
samarts@AVENGER Avenger Delete FAMEGA\Pentester Academy\004-http-methods-and-verb-tampering.m... USB
samarts@AVENGER Avenger Delete FAMEGA\Pentester Academy\005-HTTP-method-testing-with-Nmap-M... USB
samarts@AVENGER Avenger Delete FAMEGA\Pentester Academy\006-HTTP-verb-tampering-demo.mp4 USB
samarts@AVENGER Avenger Delete FA\BDProbe.ova USB
samarts@AVENGER Avenger Delete FANTSA.ova USB
samarts@AVENGER Avenger Delete FANTSAvmdk USB
samarts@AVENGER Avenger Delete FAProbevmdk USBE
samarts@AVENGER Avenger Delete F\safetica_9.3.92.1.exe USB
samarts@AVENGER Avenger Delete Fi\safetica_9.3.95.1.exe USB
samarts@AVENGER Avenger Delete FAVMware-workstation-full-15.5.1-15018445.exe USB
samarts@AVENGER Avenger Delete FAKWVMY, USBE
camarte@AVFNGFR Avenner Nelate FAKVM\ GravitvZnneFnternrice raw hz2 ISR
« » S 0of0 Selected: 0

Filters: No active filters
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Il & DLP polices DLPlogs Data categories Zones Disk guard Device control  Bitlocker devices

- m X

X S ®

MAINTENANCE PROFILE ~ SUPPORT

+ v o
Shd - WELCOME IN SAFETICA DLP
=x Unknown
= &= Active Directory Safetica DLP is the ultimate shield protecting your confident information. It keeps your data safe not only from unauthorized access, but also from people who have the privileges to access it and work with it.

- & safetica.co.th
Zx Computers
<+ Domain Controllers DATA SECURITY

Familiarization with control of console and its outputs can be found in cansole wizard.

2 Users

=z HR Department - c— -
. i = Hm ¢
J Avenger _— * )

CLIo7 DLP DLP logs Data Zones Disk Device
CcLI0 policies categories guard  control
Zx Financial

OTHER SECURITY FEATURES
& samarts@AVENGER

elie

Bitlocker Bitlocker
devices disks




Safetica — DL

REPORTS  WEBSAFETICA
& [N oLp policies DLP logs Data categories Zones Disk guard

A BASIC INFORMATION

Device control

AUDITOR DLP

Bitlocker devices  Bitlocker disks

DLP policies configure the data security in your environment. Policies manage general data flow, specific data or applications, and they offer DLP actions from silent logging to strict blocking. You can find more information in the

Safetica knowledge base,

MNew policy

/N First matched policy rule applies.

Policy
1 Sensitive - PDF
1 Sensitive Data PPT Files

I elearning - Sensitive Notepad
I Sensitive Content - Credit Card
I Sensitive Content - Allow inter...
I General - Monitor CV/Resume

Mode
Block
Block
Block
Notify
Block
Notify

v POLICY DETAILS

- POLICY RULES

(mal
O
=

Ina]
(=N
=

(mal
O
=

(mal
L
=

(mal
=N
=

(mal
L
=

Cloud drives:

Upload to file share:
Upload to web mail:
Upload:

E-mail:

Instant messaging:
External devices:

Virtual print:

Print:

Clipboard (no logging):
Screen capture (no logging):
Remote transfer (expert):
Burning (expert):
MNetwork (expert):

Local paths (expert):

Exclusive access (expert):

MAINTENANCE

Safe zones allowed

Safe zones allowed
Custom zone settings

Safe zones allowed



Safetica — DLP Blocked Copied&Plate

E Bitdefender-NGZ-NTSA.pdf - Adobe Acrobat Reader DC — Y
File Edit View Window Help
Home  Tools Bitdefender-NGZ-N... x @ signin

iﬁf (fj E B4 Q & Untitled - Notepad — O x

File Edit Format View Help

m Application’s data access blocked o

Cl Notepad

Transferring data out of application Adobe Acrobat Reader DC is not allowed.

> R e |_'t| me b I This action is against a security policy and was logged.
complete th

Bitdefender Network Traffic ¢
accurately detects advanced

context and facilitate incident + X
sophisticated threats by com
endpoint — with specialized n

Access to application

data was blocked
Application: VMware Tools Core Servic

By using network traffic as a § _ {
immediately as endpoint behg More information -




l Safetica — DLP Blocked Screen Capture




_\WSQTEUCa — DLP Blocked Print

Bitdefender-NGZ-NTSA.p = &

File Edit View Window Help

Home  Tools Bitdefender-NGZ-N... x @ Sign In
w8 EQ @ 1/ KM DOO® wm- R T BL2ab

Network Traffic Security Analytics SRS

; E& Create PDF v
Acrobat Reader

_ - '
( \  The document could not be printed. - Edit PDF
o
Comment
OK n : .
| | atwork Traffic » B Combine Files

Real-time breach de . oo
e ah e Security Analytics gives IT 1
Complete threat V|S|b| | |ty department full visibility and

Organize Pages

; - : | . makes us aware of certain, & Redact
Bitdefender Network Traffic Security Analytics is the enterprise security solution that : -
accurately detects advanced attacks in real-time and automates alert triage to provide Iegs d,eSI rable thi ngs 1 pratact
context and facilitate incident response. It enables organizations quickly detect and fight ha ppening In the netwo + X
sophisticated threats by complementing pre-existing security architecture — network and Printing blocked ’
endpoint — with specialized network-based defense. Leading Automoti Document: Bitdefender-NGZ-NTSA.pd
By using network traffic as a source of reliable information, NTSA detects breaches Manulectonng Comg T
ore information

immediately as endpoint behavior changes once infected. Detection is effective against .




Safetica — DLP Blocked Web Upload

a ) ‘g https://www.edisk.eu/ L-ad H 'C| On-line file storage for upl.. * ‘ ‘

X UPLOAD ® CREDITS i EARN MONEY WITH EDISK & REGISTER  # SIGNIN EE 4]

edisk

@ Share your world
eDisk is online storage for your files

Select from disk Upload via FTP Upload torrent \y

Upload file(s)

Select or drop file(s) 4 X
max. 10 GB / file
File upload was blocked
File: CV_Samart_Y2019.pdf

This website is using file cookie in provided service, personal advertisement and and visit analytics. By using this web you accept this. 0Ok More information
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« (Government institutions
« (ity councils
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