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Top Website in Month
Domain Session Count
web.cdn.garenanow.com 51.498

www.freelancebay.com 8,161
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fbcdn-profile-a.akamaihd.net 27.707
www._siamsport.co.th 20,416
member.12yingli.com 3,031

fbstatic-a.akamaihd.net 14,899
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Threat Timeline
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Report on Wednesday, 9 March 2016
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SYSLOG RAW LOGS
show logs archives from 2016-03-08

FILE FILE INTEGRITY SIZE
Q & syslog.00:00:00-01:00:00.log.92 299d199fab44b1cf4b164bc05112c095 21 KB
Q X syskog.01:00:00-02:00:00.l09.92 D2cfdeeachde 1bdcf5cT8ocaboefOM 8 20 KB
Q & syslog.02:00:00-03:00:00.109.92 a78102040a477b1917 Mesle2ccs8che 21 KB
Q & s5yslog.03:00:00-04:00:00.l09.92 fadadTab191956e47de3116M4ddd42ed 21 KB
Q & syskog.04:00:00-05:00:00.l00.92 9913a31c1fecticIbabicBedd 18c1a05 20 KB
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7. mavhutiuiinandwmsula IT Audit lTwnsasresevdeyaualffunang 1w (Log Audit)
7.1 MIALLUANAT Active Directory Login Success / Login Fail

7.2 MIULUANA1 SSH Login Success / Login Fail

S3H LOGS AUDIT « FAIL LOGIN

sl Sally wpeals om0 6H0-10
B CoelOGE DALY FEFPORTS . aommpaan | DR e T Y FEPOSITS | D [ Expoei PN
Ty s
L £
BOURCH OF SR o
¥ g W TN T =1
1 1 T 5

L T Vi 1

. A da X
INLIWNIT Login HANRIANLNATY

. . ' A o [ .
7.3 Files Audit fanumaninlumiaTasaumurlylWdmiu Protocol Mauadlnd Samansnviliiasmaurdlalvg (Modify)
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8. N1528N31891% (Report)
8.1 Executive Summary 3'1mma@ﬂamumszﬁﬁ'mmé’rm%'u;‘il“u'%mi

8.2 Thai Cyber Law Act Tneuanuissiidlamadiinsauanudaisinumsldnuasuiaasmeluesdns lasusnues
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1. Lﬂuqﬂﬂscﬁ Appliance ﬁ"l@i”%’umsﬂ%’uﬂ;a Firmware WNaDagadln (Hardened) 1uisousasuan vﬁaqﬂmtﬁ
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Appliances L% Firewall, Network Devices 614 ¢§ 3xUudUian1s 3:uy Appliances J2UULA3821 Ltazszuugmﬁaga
Wuen laagnaias 3, 10, 15 qﬂnitﬁ@iasxuu I@]ﬂa’lmsmmmwaagn’mlﬁgﬂLLmJ (Format) 1820w le
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auInLiiv Log File Tuguuuy Syslog asgunsal 15w Router, Switch, Firewall, VPN, Server ldf
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sN1INTaLAU Log File lanndas assamauwszmaiygaind smInszrnRafisinuaeufaees atufidnainuld Tag
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Model

Capacity and Performance
Normal Log Rate (Event/Second) ***

Feature

1. Automatic Identification Device
- Know Device/Unknown Device

- Approve device/Rogue Detection v v v
- BYOD: Desktop/Mobile
- Inventory: Device
2. Detection
- Attack Detection (Brute Force, Exploit)
- Malware/Virus Detection y y y
- Detect Software
- Bittorrent Detection
- Tor/Proxy Detection
3. Log Analysis: Security Information Event Management
- Threat Analysis v v v
- Risk Analyzer (High, Medium, Low)
4. Bandwidth Monitoring
- Protocol and Bandwidth Usage
- Application Monitoring (Software Bandwidth Usage) y y y
- Social Network Monitoring (Facebook, Line, Youtube, Pantip)
- User Monitoring
5. Deep Search
- Network Forensic Evident Data v v v
- Conditional Search
6. Log Archive
- Raw Full Data
v v 4
- Export Data
- Integrity Hashing
7. Log Auditor
- Active Directory Login Success/Login Fail, SSH Login Success/Login v v v
Fail
8. Report
- Executive Summary v v v
- Compliance Thai Cyber Law Log Correlation Report
- HTTP/SSL Analyzer
Hardware Specification
CPU*** Dual-Core Octa-core Octa-core
Memory*** 8G 16G 32G
Network*** 4 Port (10/100/1000) 4 Port (10/100/1000) 4 Port (10/100/1000)
Storage Capacity*** 250GB 1TB 378
Log Capacity*** ~150GB ~800GB ~1.4TB
Raid Support - - Raid 1/5/10
Default Raid*** - - 5
HDD (Hot Swap) - - Yes
Hot Swap Power Supply - - Yes
Device License
Mirror Mode Unlimited Unlimited Unlimited
Syslog Mode Unlimited Unlimited Unlimited

Recommendation

Dual Mode (Mirror/Syslog) **

~50 Client / 5 Device

~100 Client / 10 Device

~200 Client / 15 Device

~niddnaaiadaifiutayainamneneniineig 2 Jduuy (Mirror/Sysiog) luumizdnanii
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