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Details

» SANGFOR

AV i User: 192.168.1.105 | Group: /default

Source IP:
Location:

Login Time
Online Duration
Authentication

mac

Less Options

192.168.1.105

Not specified

2018-11-27 18:08:11

41 hour(s) 53 minute(s) 11 seconds
Disabled

fe-fc-fe-c5-e4-ad

ACCESS LOG
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Details
Al v
Sender Address:

Subject

Body

SANGFOR

.
& User: 192.168.254.53 | Group: /

nipagulayan@sangfor.com

Email AUDIT

Hello Akiva and Baron,

I am sending you confidential files of the company for the sake of testing!

Best regards,
Nerwin Pagulayan

E-MAIL LOG

Show L«

FEEmuAEs |

Recipient Address

akiva gong <akiva.m@sangfor.com>;Baron Zhou <baron.zhou@sangfor.c

Attachment: 2

THIS CLASIF THISISAC
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SANGFOR

Details

AV i User: nanWunuaw | Group: /default

Source IP:
Location:

App Category
Application
Dst IP

Action
Endpoint Details
DNS

Src Port

Port

Protocol

File Name
File Extension
Time

Prntnral

192.168.1.100

Not specified
FTP

FTP_Download
195.144.107.198
Log

Unknown
test.rebex.net
53076

21

TCP

readme.txt

Text

2018-11-28 17:04:56

TCP

FTIP LOG



@ SANGFOR

A —

GMAIL LOGIN LOG

Login/Logout Logs Logs > Login/Logout Logs 2020-05-18 00:00:00 [ | Al

Time Taken: 0.12s  Period: 2020-05-18 00:00:00 to 2020-05-18 23:59:59 All Day | Action: Login | Show Traffic Data: No

No. Username Group Login Time Logout Time

1 pon‘@gmail.com /roam 2020-05-18 09:14:00 -

Entries Per Page:

Details

.
Al |V & User:

Source IP:
Location:

Login Time
Online Duration
Authentication

mac

Less Options

50 v

po‘@gmail.com | Group: /roam
10.100.102.100 Endpoint Device: Unknown
Not specified
2020-05-18 09:14:00
0 hour(s) T minute(s) 0 seconds
Account

fe-fd-fe-bb-da-81

Online Duration

0 hour(s) 1 minute(s) 0 seconds

@ Options | & Export

‘= Column ~

Details

<8

Show Less ¥



»
-

SANGFOR

Details

ALY ‘ User: 192.168.41.201 | Group: /

Source IP:
Location:

App Category
Application

Dst IP

Action

Endpoint Details
Src Port

Port

Protocol

Action

Receiver Account
Sender Account
Time

Protocol

mac

Less Options

192.168.41.201
Not specified

IM

QQ
203.205.144.238
Log
PC(Windows PC)
4025

8000

UDP

Receive message through QQ

203.205.144.238
1182301626

2019-07-14 12:26:22

uDP
08-ec-f5-d9-fc-1f

IM LOG
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& SANGFOR
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Details

AV i User: nanWunuaw | Group: /default

Source IP:

Location:

App Category
Application
Dst IP

Action
Endpoint Details
DNS

Src Port

Port

App Category
Rules
Protocol
Time

Protocol

192.168.1.100

Not specified
Microblog

Twitter
104.244.42.129
Log

Unknown
www.twitter.com
53297

443

Twitter
Twitter[1]

TCP

2018-11-28 17:16:14
TCP

INTERNET LOG



