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20+ Glorious Years of Quick Heal Technologies o

CIEREN SEQRITE o, | 184 Mn

Security Simplified
70,000+ 4

Business
Segments
| .
— Enterprise No. of Patents

0 Home and SOHO Customers in US
[0 SME
[l Government and Enterprise

" Piatforms so: 22,002
Countries Number of

Global Presence Partners

[l Desktop, Laptop
[l Mobile, Notepad
0 Server




Seqrite Product o

Enterprise Security and Management.
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Enterprlse Mobility Workspace Management
Management
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Applisnce

localuw

Encryption Manager
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AT
ISO

ISO/IEC 20000-1 .
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ISO 27001
UIR55IUFINaZIUSUTzLLN1FIRNITAINUaanA U
qiaya (ISMS)

Health Insurance Portability and Accountability
Act (HIPAA)
nnsgrunisilavAunisidusnndayavavesy

yg@%‘gnt Card Industry Data Security Standard (PCI DSS)
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General Data Protection Regulation (General Data Protection Regulation)
UnsgrussiiauniIsAuasavdiayan 1

Cyber Security Act (CSA)

WszsvUyYAnIssneIANNLuAIUasnfluuas W.A. bdoe

Personal Data Protection Act (PDPA)

Wizs1wlnyeld AuAsastayadIuyAAa W.A. bdol



OUR CERTIFICATE COMPLIANCE 0

WIzTUYAIANITINEIANNTUAIUAANY Y UDS W.A. adbl
Cyber Security Act (CSA)
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SIS RANPRE U RS

@ Files Backup
@ ﬁquLWﬂTuTﬂﬂﬂﬁﬁﬂulﬂﬁLLﬂu Vulnerability Patch Management IDS/IPS Machine Learning & Restore
wWsaA Asset Monitor Web Control Port Scan Attract Emulation Based Disk Clean-up
@ SRS LR ILAL TadHANE Detection Detection
Device Control DDOSS Attract Cloud Based Deep Registry Clean-up
@ AIUNAYIULLArdIs150l 1N Detection Learning
Application Control Web Gateway Cloud Based Threat Defragmentation
@ aTud15150ud4 Protection Intelligence Global

Self-Protection Mail Protection

Safe Mode Protection Device Protection Email Notification

Anti-virus Dashboard & Report
Anti-Malware

Anti-Ransomware

Anti-Key Logger
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OUR CERTIFICATE COMPLIANCE  y5g51950eys] Aunsastioyadauynna w.f. edol

9 YUABUTIUNITANLLULKNUITU PDPA

1.Establish the Program 4.Stakeholders

8u304 Insider Threat szyndduladudeiu
ABUBTAUTINT Insider Threat 141y

5.Education
AnwmAN1Sal Data
Breach filneiAntu uas
anunisaldagiu

2.Business Case
UsziuauLaes

waZLU Requirement

6.Governance
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3.Staffing
a519uninnuznion
andiunuunulidnsa

7.Document

o =

INTLBNEITINDTEYUNTS

o =

ANTUITUNAUA

SEQRITE

8.Tool Selection
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9.Implementation
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COMPLIANCE

Protection
against theft

- Yasiunnslasnssudeyalag Hacker
- Yosiunislasnssudeyalag Malware

- Yosiunsviangdeyalag Ransomware

Control & Monitor -

- tmuauleuglunisldau Bdlss eunsalsenng uay TUsunsy

- Anmunsiasuulas Copy, Rename, Delete a0dlud

- anunsiasundasves aunsal uag lusunsy

PDPA TEAM
"0 20 ™

Data loss
Prevention

- Jeaiun15indeyaeenianniATearionanaINednns
Tusgau Wenmlwenans

' [ '
aa A =

- Audoyaiiliilevimuniiy PDPA udswn nilegilatndluesdng

Files Backup
& Restore

- fisguudsesteyalid waranunsathdeyanduunla

lunsaindeyaagvne wIegniinae

Notification &
Report

- dsvuuiduioudauaseuu waveensienuls



NEXGENERATION SEQRITE Endpoint Management (All in one endpoint Solution)

Seqrite Endpoint Security (EPS)

SEGRITE .
Roaming Platform

SEQRITE

" Endpoint Security

Server

Rules Alerts

Admin Sets Rules & Policies

Status Security Compliance Assets

Protection
Encpoimtis
=
Deploye B Unprotected Cliens
a7 a2 Deployment
Fail
0

EPS Client EPS Client

e

Corporate Network

Connection

07

EPS Client

o “ A

Users working
from Home / Travelling

Windows XP or higher
Windows Server 2003
CPU :Minimum 1 GHz

RAM :Minimum 1 GB




Next generation Seqrite Endpoint Security (EPS) Multi Layer Protection.

SEQRITE

Multi Layer Protection

‘\"_.\v:%-:/.:.;\" -
Antivi
rus



NEXGENERATION SEQRITE ENDPOINT SECURITY (All in one endpoint Solution) !g H

- Web Protection
- Mail Protection
- Device Protection

Security

Protection

] Network
Confidential Data Loss Prevention Protection
- Files Type
- Pattern Data SEQRITE
- Key word ALL IN ONE

SECURITY

SOLUTION

Control
] &
- Backup document files before Monitor
malware and ransomware attack
- Incremental ,Compress ,Encrypt Solution Vulnerability
- Restore document files for &
malware and ransomware attack Tune Up
- Vulnerability Scan - Virtual Patching - Patch Management

- Disk Clean-up . Register Clean-up .Defragment

- Anti-virus
- Anti-Malware
- Anti-Ransomware

- Anti-Key Logger

- GoDeep Al
- Safe Mode Protection

-Intrusion Detection System (IDS)

-Intrusion Prevention System (IPS)

-Port Scan Attract Detection
-DDOSS Attract Detection
- RDP brute force attack.

- Web Control

- Device Control

- Application Control
- Files Monitor

- Asset Monitor




Next generation Seqrite Endpoint Security (EPS) Multi Layer Protection. O

SEQRITE
Multi Layer Protection

4 N R

- Intrusion Prevention System B - Intrusion Prevention System
- Intrusion Detection System @@ - Intrusion Detection System
B - Ports can Attack Detection

-DDoS Attack Detectipn

- Web Gateway Protection
Mail Protection
Malware Filter

ail Protection
alware Filter

Antivirus Antivirus

Antivirus Antivirus Antivirus Antivirus Antivirus Antivirus
\ / @RITE SEQRITE  SEQRITE SEQ?ITy




Next generation Seqrite Endpoint Security (EPS) Web Security Feature.

Web Security

1. Web Security Protection
- Anti-virus

- Anti- malware

- Anti-Botnet

2. Phishing Protection
3. Adware Protection



Next generation Seqrite Endpoint Security (EPS) E-mail Security Feature.

E-mail Security

P

Email Protection Attachment Control

- Virus Protection B
- Malware Protection ey e ] BN
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Next generation Seqrite Endpoint Security (EPS) Device Security Feature.

Scan External Drives

anunsaaknulasiily USB laviuiiweusaiussuu

Autorun Protection

Undesszuuves Mndawisnihaudaludd 9angunsalUSB vie

WR / A

Mobile Scan

aunumbhigavrsuasuazsiawsou q lulnsdwidede

Tunsainwausaannane USB 138 Bluetooth




Next generation Seqrite Endpoint Security (EPS) Network Protection Feature.

Network

Protection
Multilayered

|

|

HAN15 119U Y84 Segrite Tun1sUasnunisAtdunis vae Attacker |
. |
Protection |
|

|

|

|

|

|

5 - Anti-Vir
us
...:’.._ Firew

(& o ™

PC or Server

PS
.."’.. Port Scan Attack Detection

AttackerWall RDP brute force : . /7 N\~ -
c=% .-2-_ DDOS Attack Detection (*)
. 1 \ S
v - v .-‘2-_ Source of
Infection /|
e |
Details:

Endpoint Name: DESKTOP-9KVRFSL
Attacker IP: 64.185.181.238

Mail-Server Files-Server Database-Server Web-Server | atscker MAC Address: DC-CF-96-DF-26-78

Scanned Ports: 60346,60351,60292,60367,60322,60323,60368
Action taken:Attacker's IP blocked.




Next generation Seqrite Endpoint Security (EPS) Network Protection Feature.

Add/Edit Exception

Enable Firewall
Exception Name:

Firewall

Level
) Block all (Block all Inbound & Outbound connections)
(O High (Block all iInbound & Outhound connections excluding exceptions)
- : . - d Select Protocol:
) Medium (Block all Inbound & allow all Outbound connections excluding exception)
(Al o @ TCP ) D ) ICM
Low (Allow all Inbound & Outbound connections excluding exception) ® IC O o Q Icmp
Wi-Fi Configuration Application:
Monitor Wi-FI Networks (O All Applications that meet the specified conditions
Display alert message when firewall violation occurs @ Specified Applications path
Enable firewall reports
Enabling this option will generate reports for all blocked traffic. If the firewall policy is set as 'Block All' or "High Line

then firewall will block all traffic and will generate many reports. In this case you may observe increase in network
(Provide full file path.)

traffic

Exceptions Next Cancel
[ ] Exception Name Application Protocol Action Add
U Block www Any applicatio TCP Deny .

Import
L a File Sharing over UDP - Int i Any applicatic UDP llow

Export
() Allow File Sharing over UDP - Qutt Any applicatic UDP Allow

N by . ps Maove Up

(L] Atlow File Sharing over TCP - inbound Any applicatic TCP Allow
LJ Allow File Sharing over TCP - Outbou Any applicatio TCP Allow Move Down
] Allow access to file shares TCP - Inbound Any applicatioc TCP Allow -
’ »

Default
Lelfault




Product Name Endpoint Security - Total
Generated on 05-Nov-20
Generated by Administrator
Report Summary Vulnerability Scan
Date Range 30 Oct 2020-05 Nov 2020
Group All
Endpoint Name DESKTOP-NF36KF4
User Name All
Records Found 655

Date and Time

Endpoint Name

User Name

Domain

Next generation Seqrite Endpoint Security (EPS) Network Protection Feature.

Vulnerability ID

Vulnerability Title

Virtual Patching

Severity

Vendor

04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 {23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 {23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)

DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4

SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM

WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP

CVE-2020-1261
CVE-2020-1187
CVE-2020-1070
CVE-2020-1258
CVE-2020-1155
CVE-2020-0878
CVE-2020-0866
CVE-2020-1130
CVE-2020-0800
CVE-2018-8504
CVE-2020-0781
CVE-2019-0824
CVE-2020-0858
CVE-2020-0707
CVE-2020-0970
CVE-2020-1271
CVE-2020-0784
CVE-2020-0995
CVE-2017-7485
CVE-2020-0998
CVE-2018-1053
CVE-2020-0742
CVE-2020-1280
CVE-2020-1132
CVE-2020-1112

Windows Error Reporting Information Disclosure Vulnerability (CVE-2020-1261)

Windows State Repository Service Elevation of Privilege Vulnerability (CVE-2020-1187)

Windows Print Spooler Elevation of Privilege Vulnerability {CVE-2020-1070)

DirectX Elevation of Privilege Vulnerability (CVE-2020-1258)

Windows Runtime Elevation of Privilege Vulnerability (CVE-2020-1155)

Microsoft Browser Memory Corruption Vulnerability (CVE-2020-0878)

Windows Work Folder Service Elevation of Privilege Vulnerability (CVE-2020-0866)

Diagnostics Hub Standard Collector Elevation of Privilege Vulnerability (CVE-2020-1130)

Windows Work Folder Service Elevation of Privilege Vulnerability (CVE-2020-0800)

Microsoft Word Remote Code Execution Vulnerability (CVE-2018-8504)

Windows UPnP Service Elevation of Privilege Vulnerability (CVE-2020-0781)

Microsoft Office Access Connectivity Engine Remote Code Execution Vulnerability (CVE-2019-0824)
Windows Elevation of Privilege Vulnerability (CVE-2020-0858)

Windows IME Elevation of Privilege Vulnerability (CVE-2020-0707)

Scripting Engine Memory Corruption Vulnerability (CVE-2020-0970)

Windows Backup Service Elevation of Privilege Vulnerability (CVE-2020-1271)

DirectX Elevation of Privilege Vulnerability (CVE-2020-0784)

Jet Database Engine Remote Code Execution Vulnerability (CVE-2020-0995)

Vulnerability in PostgreSQL before 9.2.21, 9.3.x before 9.3.17, 9.4.x before 9.4.12, 9.5.x before 9.5.7, and 9.6.x before 9.6.3 (CVE-2017-7485)
Windows Graphics Component Elevation of Privilege Vulnerability (CVE-2020-0998)

Vulnerability in PostgreSQL 9.3.x before 9.3.21, 9.4.x before 9.4.16, 9.5.x before 9.5.11, 9.6.x before 9.6.7 and 10.x before 10.2 (CVE-2018-1053)
Connected Devices Platform Service Elevation of Privilege Vulnerability (CVE-2020-0742)

Windows Bluetooth Service Elevation of Privilege Vulnerability (CVE-2020-1280)

Windows Error Reporting Manager Elevation of Privilege Vulnerability (CVE-2020-1132)

Windows Background Intelligent Transfer Service Elevation of Privilege Vulnerability (CVE-2020-1112)

Low
Medium
High
High
Medium
Medium
Medium
Medium
High
High
High
Medium
High
High
High
Medium
High
High
Medium
High
Low
Medium
Medium
High
High

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Postgresql
Microsoft
Postgresq|
Microsoft
Microsoft
Microsoft
Microsoft



Next generation Seqrite Endpoint Security (EPS) IDS /IPS Feature.

What Does an Intrusion Detection System Do?

€ | ¥

l

Signature-based
Detection

\ .

Network Intrusion Host Intrusion Anomaly-Based
Detection Detection Detection




Next generation Seqrite Endpoint Security (EPS)

RDP brute force

Brute Force g

Attace A
=




Next generation Seqrite Endpoint Security (EPS)

Report For - Seqrite Endpoint Security Intrusion Detection & Prevention g
Friday, 11 October, 2019, Time 09:59:10
Seqrite Endpoint Security Version - 18.00

Virus database - 09 October 2019

Action Taken: Attacker's IP blocked.
Vulnerability detected: RDP brute force attack.
Description: Brute force attack on remote desktop protocol.

References: RDP brute force attack detected.

Attacker IP: 80.82.77.33

descr:

geoloc:

org:

tech-c:

status:

inetnum:
nethame:

country:

admin-c:

86.82.77.0 - 80.82.77.255
NET-1-77

IPV NETBLOCK

NL

52.3708216 4.895168
ORG-IVI1-RIPE

IVI24-RIPE

IVI24-RIPE

ASSIGNED PA

0101
10101 0100

Password **’

O



Next generation Seqrite Endpoint Security (EPS) o
.

“ EternalBlue’

is currently being used in a massive
ransomware outbreak. The ransomware
used in this campaign is ‘VWannaCrypt

SMB/EternalBlue.UN!SP.31780

52,445,520,165,105,800

AMIVNIUDAY LIALEUNAN
‘



Next generation Seqrite Endpoint Security (EPS)

IDS/IPS - Intrusion Prevention

Report Summary

Date Range: 16 Mar 2021 - 23 Mar 2021
Group Name: All Groups
Endpoint Name: All

User Name: All

Records Found: 23

Incidents

Date & Time Endpoint Name User Name Domain Vulnerability Detected Action Taken

2?1“;'_%'7f372)1 MAC1 SYSTEM MACEDUCATION |  SMB brute force attack. Blocked

2?1'3';'7:2372)1 MAC1 SYSTEM MACEDUCATION |  SMB brute force attack. Blocked

23 Mar 2021 MAC1 SYSTEM MACEDUCATION |  SMB brute force attack. Blocked
(10:15:48)

2%1'14“;;3_2;’12)1 MAC1 SYSTEM MACEDUCATION |  SMB brute force attack. Blocked

2%1';'?12_2?;1 MAC1 SYSTEM MACEDUCATION |  SMB brute force attack. Blocked

2%1"2"_;'2_2342)1 MAC1 SYSTEM MACEDUCATION |  SMB brute force attack. Blocked

22Mar 2021 | £15 pORNPILAI | Administrator | MACEDUCATION |SMB/EternaiBlue UNISP.3178| - g 4 0g
(09:52:57) - 0

22Mar 2021 | )5 poRNPILAI | Administrator | MACEDUCATION [SMB/EternalBlue UNISP.3178| g,y oq
(09:44:31) & o

22 Mar 2021 MACEDUCATION SYSTEM WORKGROUP SMB/EternalBlue UNISP_3178 Blocked
(09:40:53) 0

T ——_ WORKGROUP |SMB/EternalBlue UNISP.3a66( o
(09:39:49) 6

e Aty MAC1 SYSTEM | MACEDUCATION [SMB/EternalBlue UNISP.3466| g5 yog
(09:38:54) 6

42 Mar- 2023 MAC1 SYSTEM | MACEDUCATION | SMB brute force attack. Blocked
(09:38:42)

19 Mar 2021 MACEDUCATION SYSTEM WORKGROUP SMB/EternalBlue.UNISP.3178 Blocked

(17:38:36)

0

“ EternalBlue”

is currently being used in a massive
ransomware outbreak. The ransomware
used in this campaign is ‘WWannaCrypt

Report For: Intrusion Detection & Prevention Report
Date: 24/03/2021
Time: 07:24:39

Report For - Seqrite Endpoint Security Intrusion Detection & Preventon
Wednesday, 24 March, 2021, Time 07:24:38

Seqrite Endpoint Security Version - 18.00

Virus database - 24 March 2021

Action Taken: Blocked

Vulnerability detected: RDP brute force attack.

Description: Brute force attack on remote desktop protocol.
References: RDP brute force attack detected.

Attacker | 81.241.18.103

Next ,[ Print 1[ SaveAs | 1 Close ]




Next generation Seqrite Endpoint Security (EPS) 0

smb brute force




Next generation Seqrite Endpoint Security (EPS)

IDS/IPS - Intrusion Prevention

Report Summary

Date Range: 16 Mar 2021 - 23 Mar 2021
Group Name: All Groups
Endpoint Name: All

User Name: All

Records Found: 23

smb brute force

Report For: Intrusion Detection & Prevention Report
Date: 24/03/2021
Time: 07:24:39

Report For - Segrite Endpoint Security Intrusion Detection & Prevention
Wednesday, 24 March, 2021, Time 07:24:38

Seqrite Endpoint Security Version - 18.00

Virus database - 24 March 2021

Action Taken: Blocked

Vulnerability detected: RDP brute force attack.

Description: Brute force attack on remote desktop protocol.
References: RDP brute force attack detected.

Attacker I 81.241.18.103

Incidents

Date & Time Endpoint Name User Name Domain Vulnerability Detected Action Taken

2?1"5"%'7:2372)1 MAC1 SYSTEM MACEDUCATION |  SMB brute force attack. Blocked

2?1"(;':33'7:2?72)1 MAC1 SYSTEM MACEDUCATION]]  SMB brute force attack. Blocked

23 Mar 2021 MAC1 SYSTEM MACEDUCATION]]  SMB brute force attack. Blocked
(10-15-48)

2%12":8:2;)12)1 MAC1 SYSTEM MACEDUCATION |  SMB brute force attack. Blocked

2%1"3"_31'4:2{)32)1 MAC1 SYSTEM MACEDUCATION |  SMB brute force attack. Blocked

zflhz"fo'z?gj)l MAC1 SYSTEM MACEDUCATION |  SMB brute force attack. Blocked

22Mar 2021 | o5 popNPILAl | Administrator | MACEDUCATION |SMB/EternalBlue UNISP.3178 Blocked
(09-52:57) o )

22 Mar 2021 | o5 popNpILAl | Administrator | MACEDUCATION [SMB/EternalBlue UNISP.3178 Blocked
(09-44-31) - )

T T R WORKGROUP |SMB/EternalBlue UNISP3178| o
(09-40:53) 0

2%0”;";'9:235)1 MACEDUCATION SYSTEM WORKGROUP |SMB/ E‘e'“"'a'é‘e'u" 1593460 Blocked

22 Mar 2021 — SYSTER MACEDUCATION |SMB/EteralBlue UNISP3466| o
(09-38-54) 6

22 Mar 2021 MAC1 SYSTEM MACEDUCATION |  SMB brute force attack. Blocked
(09-38-42)

19 Mar 2021 | 4 A CEDUCATION SYSTEM WORKGROUp |SMB/EternalBlue UNISP.3178 Blocked

(17:38:36)

0

[ Prev | [ Next | [ Print

|[Savens | |

Close |




Next generation Seqrite Endpoint Security (EPS)
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Virus Scan

Generate Reports

Sandaninu &

T

Adva
Data Loss Prevention
Application Control
IDS/1PS

Firewall

Vulnerability Scan

File Activity Monitor
Asset Management

Patch Management

12 Sep 2019 (09:02:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)
12 Sep 2019 (08:50:03)

12 Sep 2019 (08:50:03)

ndpoint Name

comi3

com?

com7

comMm7

com7

com7

com7

com7

com?

com?

com7

com7

com7

com7

com7

com?

com7

com7

com7

com7

Domain

WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP

WORKGROUP

| D> - DDOSS attack «

4

2019 || Group Name: All Groups | Report For: DDOS Attack

Attacker 1P

192168.1.118

10.168.97.204

10.168.99.1

10.168991

192.168.1.118

10.168.97.113

192.168.1.118

10.168.97.113

10.168.98.31

10.168.97.113

10.168.9831

10.168.96.62

10.168.98.31

10.168.96.62

10.168.96.245

10.168.96.62

10.168.96.245

10.168.98.75

10.168.98.75

10.168.97 204

Modify Parameters

Artacker Mac Address
B8-EE-65-E0-8F-00
98-EE-(B-A1-94-C2
00-30-18-17-F7-52
00-30-18-17-F7-52
B8-EE-65-E0-8F-00
14-20-5E-6B-42-E1
B8-EE-65-E0-8F-00
14-20-5€-6B-42-E1
E0-13-85-53-1F-C1
14-20-5E-6B-42-E1
£0-13-85-53-1F-C1
B8-EE-65-E0-8E-FE
E0-13-B5-53-1F-C1
B8-EE-65-E0-8BE-FE
B8-EE-65-E0-8F-B8
B8-EE-65-E0-8E-FE
B8-EE-65-E0-8F-B8
54-88-0A-45-AF-49
54-B8-0A-45-AF-49

98-EE-CB-A1-94-C2

PRINT &= LSV }' POF

IP #iTau DDOSS



Next generation Seqrite Endpoint Security (EPS)

DY) - Port scan attack

Are there any of
vulnerable OS or
application in
operation* * - ?




Virus Scan

faadasniau
Tuf

Data Loss Prevention

Application Control

Firewall
Vulnerability Scan
File Activity Monitor
Asset Management

Patch Management

10S/IPS  »

Generate Reports

DESKTOP-VNBQ755
DESKTOP-VNBQ755
DESKTOP-VNBQ755
SATHIANSAB
SATHIANSAB
NONG_AM
DESKTOP-VFIVBUF
CATC30

VDIO1-PC

VDIO2-PC

VDIO3-PC
SATHIANSAB
CATC-PC

EARTH

CATC2123
CATC2123

CATC28

FUENG
PARAMA-PC

TEERA-PC

Domain

WORKGROUP

WORKGROUP

WORKGROUP

ELECTRONICS

ELECTRONICS

WORKGROUP

WORKGROUP

WORKGROUP

WORKGROUP

WORKGROUP

WORKGROUP

ELECTRONICS

WORKGROUP

WORKGROUP

WORKGROUP

WORKGROUP

WORKGROUP

WORKGROUP

WORKGROUP

WORKGROUP

Jul 2019 - 28 Nov 2019 || Group Name: All Groups | Report For: Port Scanni

Attacker IP
122155244249
122.155.244.249
17110212212
203.149.32.141
203.149.32.138
192.168.19.102
192.168.19.102
192.168.19.102
192 168.15.102
192.168.19.102
192.168.19.102
192 168.15.102
1802168.19.102
192.168.19.102
192 168.29.221
192.168.28.139
147.92.165.197
10.168 99.231
10.168.99.231

10.168.99.231

‘.))- Port scan attack ”

Attacker Mac Ad
14-13-46-61-56-40
14-13-46-61-56-40
14-13-46-61-56-40
00-10-F3-2D-BD-24
00-10-F3-2D-8D-24
BC-AD-28-F6-08-9A
BC-AD-28-F6-08-9A
BC-AD-28-F6-08-9A
BC-AD-28-F6-08-9A
BC-AD-28-F6-08-9A
BC-AD-28-F6-08-9A
BC-AD-28-F6-08-9A
BC-AD-28-F6-08-9A
BC-AD-28-F6-08-9A
FC-AA-14-DF-F3-CA
F4-4D-30-98-1F-8B2
00-10-F3-2D-BD-24
28-57-BE-E4-93-B0
28-57-BE-E4-93-B0

28-57-BE-E4-93-B0

Modify Parameters

50235,50214,50215,:
50227,50225,50221,%
50169,50168,50165,:
7415,7417,7412,741¢
7411,7419,7418,74(
3702,10670,2380,10(
3702,10670,2380,10(
10670,2380,1000
3702,10670,23
3702,10670,2380,10(
3702,10670,2380,10(
3702,10670,2380,10¢
3702,10670,2380,10¢
3702,10670,2380,10(
61911,62862,54653,%
51854,60231,61643,%
54938,54935,54937 %
10670,2380,10001,1%

10670,2380,10001,1’

3702,10670,2380,10(
»
—
1 of 3990
—

IP Aiai1u1 Scan Port

Port 1ign Scan




Next generation Seqrite Endpoint Security (EPS)

Report For - Seqrite Endpoint Security Intrusion Detection & Prevention g
Friday, 11 October, 2019, Time 09:59:10
Seqrite Endpoint Security Version - 18.00

Virus database - 09 October 2019

Action Taken: Attacker's IP blocked.
Vulnerability detected: RDP brute force attack.
Description: Brute force attack on remote desktop protocol.

References: RDP brute force attack detected.

Attacker IP: 80.82.77.33

descr:

geoloc:

org:

tech-c:

status:

inetnum:
nethame:

country:

admin-c:

86.82.77.0 - 80.82.77.255
NET-1-77

IPV NETBLOCK

NL

52.3708216 4.895168
ORG-IVI1-RIPE

IVI24-RIPE

IVI24-RIPE

ASSIGNED PA

0101
10101 0100

Password **’

O



Next generation Seqrite Endpoint Security (EPS)

Safe Mode Mxrasoft (R} Windows [R) (Build 7601: Service Pack 1) Safe Mode

Safe Mode Safe Mode




Next generation Seqrite Endpoint Security (EPS) Core Protection Feature. o

Anti-Virus/Anti-Malware u Core .
Protection

@ Protection
\

Artificial Intelligence

1
b 1§ @
|

2 Behaviors Detection System .— - Em Em Em Em Em Em Em Em Em Em

Machine Learning

3 Anti-Ransomware

4GoDeepAI m-—————————————
- Machine Learning

- Emulation Based Detection

- Cloud Based Deep Learning - (,jj' 5 Backup and Restore

- Cloud Based Threat Intelligence Global

@

|
|
|
I Deep Learning
I
l
I
l

N

®

Block Suspicious Packed Anti-Rogueware Anti-Key Locker Auto run Protection Automatic Boot Time Scan

Self-Protection



Next generation Seqrite Endpoint Security (EPS) GoDeep.Al Feature.

Al Technology

0 e Run in Normal Mode

———#  Trust Application

T
Dt arte Fre v =

Cowcd  Compatity Secuny e
Sonsture et

Kane of signer Digest agomthm Tinestarg H ful

TeamViewer Ger,. a1 2 awien 2562 131 armfu ]

Ty el ﬁ:j}::i:,,i,i Block Application Cloud Based Deep Learning
- it sl

Execute Application

Safe Run in Normal Mode

DNA Scan
l. (Check Algorithm,

Examine the code Update Threat Intelligence Global
in the file.)

= Untrusted Application




Next generation Seqrite Endpoint Security (EPS) Backup & Restore Feature.

Backup for Ransomware Protection

This feature automatically takes a backup of all your important files to protect from a ransomware attack. You may

disable this feature if you have any other application for data backup.

Enable Backup data (Recommended) 4|
O Default Backup Location: [ <K

@ New Backup Location: T-\Backup o I l
O Network Path Location: o
Username:
Password: =—

Click here to view default file types

Enter File Extension: Max file size limit (MB): ' 25  <&a
Extensions Size Add
PNG 100 MB Delete
PG 50 MB
4 2
Exclude File Extension: Add -
EML = Delete

- -

1 Un-Un Feature Backup

\dan Path fiiiu W4 Backup Snlusia

f1viua Path 7iviu ld Backup

ANUA Virtual Path fiiu g Backup

Wi Usznnld Backup

antdu Uszuanlna Backup




Next generation Seqrite Endpoint Security (EPS) Backup & Restore Feature. o
Backup & Restore

- Backup is taken based on file extensions specified. Currently

Text Files s txt

Email Files :eml

Document Files :doc, docx, xls, xlsx, ppt, pptx, pdf, wps, wpt, rtf, et, docm, xlsm, pptm, ett, dpt, dps, ods, odp, odg, odt
Accounting Files : tcp, 900, tsf, 001, 247, 500, 989, tsm

- Automatic Backup is initiated silently.(Virus/Malware/Ransomware/Unknown is edit file tools)

- Schedule Backup is launched first after 30 minutes of Core
Scanning Server service (sapissvc.exe)start. Later, the tool is

- launched after every 4 hours.
fAcfemental backup Compressed /Encrypted/Self-Protection Restore backup Files
4 D I iLF
Home Share View - 0
€ = + 4 1> ThaPC » NewVolume(E) » re v &  Sesrchre P
- P 2 Name A Date modified Type
B¢ NTUNISALPM  File foldes
. @ This PC o AINGA2PM  File folder
P 30 Objects Ce W2UZNISA2PM  File folder
B Desitop
@ [ Documents WeC\Docusments end Settings\Admints O] | Sewch Admirts P
& Downloads A Name 3 Date med#ied Type
& Music - N U] Desktop VIVHRER I Fiefolder
20-30% b o B s
O R O | MrosehEdgedacenps L:zz.'quzug:m Fie fefdes
,J L,_J e New Volume (D * i )

N J \ . =




Next generation Seqrite Endpoint Security (EPS) Vulnerability Scan

Feature.

Vulnerability Scan Detailed Report

Vulnerability
Scan Date & Time 25 Apr 2019 (04:11:33) DETECTEDI
Endpoint Name DESKTOP-VECQ7C8
0s Microsoft Windows 10 Professional Edition 64-bit (Build 17763)
Domain WORKGROUP
User Name SYSTEM
Scan Type On Demand Scan .
[Vuherablllty ) CVE-2014-3566 Vu | nera b i | |ty
Vulnerability Title Vulnerability in SSL 3.0 (POODLE) in Internet Explorer {CVE-2014-3568)
Severity Medium v/ Scans vulnerabilities in applications such as Adobe, Safari, Mozilla,
Base Metrics NULL Oracle, etc.
Vendor Microsoft
Affected Products
]
Microsoft Windows XP
Microsoft Windows Server 2003 v Schedule Scans vulnerabilities in applications such as Adobe,
Microsoft Windows Server 2008 Safari, Mozilla, Oracle, etc.
Microsoft Windows Server 2008 R2
Microsoft Windows Vista - .
Microsoft Windows 8
Microsoft Windows Server 2012 v Sends notifications regarding unpatched operating systems working
Microsoft Windows 8.1 on computers within the network.
Microsoft Windows Server 2012 R2
Reference Links

Frovides summarized

NETBSD: ftp://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2014-015 txt.asc
CONFIRM: http://advisories.magela.org/MGASA-2014-0416.html|
APPLE: http://archives.neohapsis.com/archives/bugtraq/2014-10/0101.html

v’ | Provides summarized view of vulnerabilities as per severity.




Next generation Seqrite Endpoint Security (EPS) Vulnerability Scan

Date and Time

Feature.

Vulnerabilities

1/1

Affected
Endpoints

Number of vulnerabilities in last 7 days

Top vulnerabilities
Vulnerability severity

Vulnerability ID Severity Total detected
B Hign 49% CVE-2018-10022 Medium 2
CVE-2020-0804 High 1
Medium: 40 % g
CVE-2020-0810 High 1
Ei Low: 12% .
CVE-2020-0814 High
View Detalls
CVE-2020-0821 Low 1

Endpoint Name

User Name

Domain

Vulnerability Title

Severity

Vendor

04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)
04 Nov 2020 (23:40:11)

DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4
DESKTOP-NF36KF4

SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM

WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP
WORKGROUP

CVE-2020-1261
CVE-2020-1187
CVE-2020-1070
CVE-2020-1258
CVE-2020-1155
CVE-2020-0878
CVE-2020-0866
CVE-2020-1130
CVE-2020-0800
CVE-2018-8504
CVE-2020-0781
CVE-2015-0824
CVE-2020-0858
CVE-2020-0707
CVE-2020-0970
CVE-2020-1271
CVE-2020-0784
CVE-2020-0995
CVE-2017-7485
CVE-2020-0958
CVE-2018-1053
CVE-2020-0742
CVE-2020-1280
CVE-2020-1132

Windows Error Reporting Information Disclosure Vulnerability {CVE-2020-1261)

Windows State Repository Service Elevation of Privilege Vulnerability (CVE-2020-1187)

Windows Print Spooler Elevation of Privilege Vulnerability (CVE-2020-1070)

DirectX Elevation of Privilege Vulnerability (CVE-2020-1258)

Windows Runtime Elevation of Privilege Vulnerability (CVE-2020-1155)

Microsoft Browser Memory Corruption Vulnerability (CVE-2020-0878)

Windows Work Folder Service Elevation of Privilege Vulnerability (CVE-2020-0866)

Diagnostics Hub Standard Collector Elevation of Privilege Vulnerability (CVE-2020-1130)

Windows Work Folder Service Elevation of Privilege Vulnerability (CVE-2020-0800)

Microsoft Word Remote Code Execution Vulnerability (CVE-2018-8504)

Windows UPnP Service Elevation of Privilege Vulnerability (CVE-2020-0781)

Microsoft Office Access Connectivity Engine Remote Code Execution Vulnerability (CVE-2019-0824)
Windows Elevation of Privilege Vulnerability (CVE-2020-0858)

Windows IME Elevation of Privilege Vulnerability (CVE-2020-0707)

Scripting Engine Memory Corruption Vulnerability (CVE-2020-0570)

Windows Backup Service Elevation of Privilege Vulnerability {CVE-2020-1271)

DirectX Elevation of Privilege Vulnerability (CVE-2020-0784)

Jet Database Engine Remote Code Execution Vulnerability {CVE-2020-0995)

Vulnerabllity in PostgreSQL before 9.2.21, 9.3.x before 9.3.17, 9.4.x before 9.4.12, 9.5.x before 9.5.7, and 9.6.x before 9.6.3 (CVE-2017-7485)
Windows Graphics Component Elevation of Privilege Vulnerability (CVE-2020-0938)

Vulnerability in PostgreSQL 9.3.x before 9.3.21, 9.4.x before 9.4.16, 9.5.x before 9.5.11, 9.6.x before 9.6.7 and 10.x before 10.2 (CVE-2018-1053)
Connected Devices Platform Service Elevation of Privilege Vulnerability (CVE-2020-0742)

Windows Bluetooth Service Elevation of Privilege Vulnerability (CVE-2020-1280)

Windows Error Reporting Manager Elevation of Privilege Vulnerablility (CVE-2020-1132)

Low
Medium
High
High
Medium
Medium
Medium
Medium
High
High
High
Medium
High
High
High
Medium
High
High
Medium
High
Low
Medium
Medium
High

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Postgresql
Microsoft
Postgresql
Microsoft
Microsoft
Microsoft



Centralized
Management Control

Offline
Patch Management

Next generation Seqrite Endpoint Security (EPS) Patch Management Feature.

Schedule Patch Scan

Patch Scan

@ Enable Automatic Patch Scan

Frequency: Weekly «
Weekday: | Sunday -
Start at 19 <« |Hrs |0

¥ Notify if client is off-line

| Run the Scheduled Scan only within

¥ | Mins

minutes from the scheduled time

Windows Patch Synchronization Settings

Products Categornes Languages

Seloct progicse foone

-~ e All products
- VideolAN
Adobe Systems, Inc
-- | Microsoft
- PuTTY
Notepades, Inc
- Oracle Corp
- 7-2p

¢ Mozilla Foundation

Centralized patch management solution to patch vulnerabilities of Microsoft and Non-Microsoft application.

O



Next generation Seqrite Endpoint Security (EPS) Patch Management Feature.

Patch Management

Number of missing patches by severity (Total:40)

S e A R e e S
20
0
Critical Important Moderate Low Unspecified
Patch scan overview Number of endpoints with missing patches as per application family
04 Nov 2020 G Submit

Top 5 Application families
Total Windows Endpoints: 1

B Endpoints with missing patches: 1 B Wwindows: 1

Endpoints not scanned: 0 . Office: 1
B Up-to-date Endpoints: 0 @ Developer Tools, R...: 1

ASPNET WebandDa..: 1




Next generation Seqrite Endpoint Security (EPS) Asset Management Feature.

System Information

- Operating System
- Application Name

- System Manufacturer
- Memory

- Processor

- Last Shutdown time

Asset Tracking

- Track Hardware changes

- Track Software changes

Customized Reports

. n e
#= PRINT <] CSV A PDF

Asset Management

Status Security Compliance

] Office

gogagna’

Assets

06 04

Hardware Changes

Software Changes

View Details

System Information Hardware Information Software Installed

Computer Name
DESKTOP-VECQ7C8

Domain/Workgroup

WORKGROUP

Operating System details

Name: Microsoft Windows 10 Professional Edition
Version: 10.0.17763 Bulld 17763

System Type: 64 - Bit Operating System

Manufacturer: Microsoft Corporation
0S Product key: X000 X000 -XXX XX-T83GX

Local Users Accounts
User Name Type Last logged on Account Status
Administrator Administrator Disabled
Adminta Administrator 02 May 2019 (09:05:51) Enabled Y




Next generation Seqrite Endpoint Security (EPS) Asset Management Feature.

Generate Reports

Asset Incidents Current Assets
Operating System: System Manufacturer: Processor:
All All All

Last Shutdown Before: : Application Name:

29 Nov 2019 G All

Generate

@ ) -
=8 PRINT B CSV }‘ PDF

67 Endpoint(s) found

Endpoint Name Domain IP Address Operating System Syst
1333-PC WORKGROUP 192.168.30.2 Microsoft Windows 7 Ultimate Edition Hew
ANAN-PC WORKGROUP 10.168.100.56 Microsoft Windows 7 Enterprise Edition Ace
CATC-PC WORKGROUP 192.168.30.143 Microsoft Windows 7 Enterprise Edition Ace

CATC1324 WORKGROUP 192.168.25.194 Microsoft Windows 7 Enterprise Edition HP-I




Next generation Seqrite Endpoint Security (EPS) Asset Management Feature.

.
L )

1333-PC

192.168.30.2

CATC_BKK

Windows 7 Ultimy

Hewlett-Packard

ITM)2 Duo CPU  E74

2.00GB

465.66 GB

24162GB

23 Oct 2019 (00:01:57)

07 Oct 2019 (03:57:49)

1
2
3 AATCO2 192.168.31113| CATC_BKK IWindows 7 Enterpe Acer bre(TM) i5-6400 CPU i 3.96GB 931.41G8 851,80 GB 07 Nov 2018 (08:03:53) 06 Nov 2019 (16:20:00)
4 ACHAYA 192.168.29.221| CATC_BKK _MWindows 7 Enterprgabyte Technology Co.. lbre(TM) i5-4460 CPU @ 3.16 GB 931.41GB 716.80 GB 07 Nov 2019 (07:33:34) 06 Nov 2019 {17:53:09)
5 ADMIN-PC 10.168.98.231 HUAHIN_AIRPORIWIndows 7 Enterpr Acer bre(TM) i5-3340 CPU @ 3.34 GB 18278 17678 18 Sep 2018 (07:12:20) 17 Sep 2019 (15:47:10)
6  AHRDC-LAPT-2562 | 192.168.30.118| CATC_BKK it Windows 10 Thrd Acer re{TM) i5-8250U CPU { 7.88 GB 930.96 GB 890.37 GB 06 Nov 2019 (15:47:14) 29 Oct 2019 (12:44:39)
7 ANAN-PC 10.168.100.56 HUAHIN_SERVICEWIndows 7 Enterpr Acer lentium(R) CPU G645 @ 1.98 GB 465.66 GB 414.61GB 17 Oct 2019 (10:38:23) 16 Oct 2019 (16:31:50)
8 ANAT-PC 10.168.98.48 HUAHIN_AIRPORIWindows 7 Enterpr Acer e{TM) i3CPU__ 550|193 GB 596.16 GB 516.26 GB 20 Aug 2019 (08:41:13) 19 Aug 2019 (16:29:15)
9 ANDY 102.168.21.25 | CATC BKK |ft Windows 10 Thrd _ Hewlett-Packard  jre(TM) i7-3770K CPU ¢ 5.96 GB 18278 92561 GB 28 Oct 2019 {14:23:48) 16 Oct 2019 (07:24:03)
10 AON 192.168.27.167 | CATC_BKK  Windows 7 Enterpr Acer re(TM) i5-6500 CPU @ 3.95 GB 931.41GB 769.76 GB 07 Nov 2019 (08:34:20) 06 Nov 2019 (16:10:27)
11 APICHAT 10.168.98.222 HUAHIN_AIRPORIWindows 7 Enterpr Acer bre(TM) i7-6700 CPU @ 7.95 GB 18278 14278 06 Nov 2018 (07:30:27) 05 Nov 2019 {17:14:04)
12 ARKHOMZ2013 |192.168.30.119| CATC_BKK IWindows 7 Enterpr Acer bre{TM) i5-2400 CPU @ 2.99 GB 18278 15178 17 Aug 2018 (12:13:26) 16 Aug 2019 (22:30:48)
13 AVEDO1 192.168.31.240| CATC_BKK _|ft Windows 10 Thrg Acer re{TM) i5-8250U CPU ¢ 7.88 GB 930.96 GB 896.35 GB 16 Aug 2019 (10:18:15) 09 Aug 2019 {15:48:48)
14 AVEDO2 192.168.1.48 CATC BKK [t Windows 10 Thré Acer re{TM) i5-8250U CPU { 7.88 GB 930.96 GB 886.25 GB 07 Nov 2019 (16:19:26) 06 Nov 2018 {10:16:09)
15 AVEDO4 192.168.137.236] CATC_BKK _|ft Windows 10 Thrd Acer re{TM) i5-8250U CPU ¢ 7.88 GB 930.96 GB 897.04 GB 13 Aug 2019 (11:22:11) 09 Aug 2019 (15:48:48)
16 AVEDOS 192.168.137.241] CATC BKK |t Windows 10 Thr¢ Acer re{TM) 15-8250U CPU ¢ 7.88 GB 930.96 GB 896.90 GB 13 Aug 2019 (11:04:04) 09 Aug 2019 (15:48:48)
17 AVEDO6 192.168.137.229] CATC_BKK |t Windows 10 Thrd Acer re{TM) i5-8250U CPU ¢ 7.88 GB 930.96 GB 897.02 GB 13 Aug 2019 (12:11:10) 09 Aug 2019 (15:48:48)
18 AVEDO7 192.168.137.160] CATC_BKK  |ft Windows 10 Thré Acer re{TM) i5-8250U CPU { 7.88 GB 930.96 GB 895.83 GB 09 Aug 2019 {18:27:05) 09 Aug 2019 (15:48:48)
19 AVM-02 192.168.27.228| CATC_BKK Windows 7 Enterpr Acer bre(TM) i5-2400 CPU @ 2.99 GB 18278 17278 06 Nov 2019 (16:25:07) 06 Nov 2019 (08:06:12)
20 AVM-03 102.168.27.178 |  CATC_BKK _ MWindows 7 Enterpr Acer bre(TM) 15-2400 CPU @ 2.99 GB 18278 16378 07 Nov 2019 (14:22:32) 07 Nov 2019 {13:15:41)
21 AVM-04 192.168.25.233| CATC_BKK |Windows 7 Enterpr Acer bre(TM) i5-2400 CPU @ 2.99 GB 18278 1.68 T8 07 Nov 20189 (07:50:38) 31 Oct 2019 (20:40:28)
22 AVM-07 192.168.22.12 | CATC_BKK  Windows 7 Enterpr Acer bre(TM) i5-2400 CPU @ 2.99 GB 18278 1.7378 07 Nov 2018 (07:20:03) 06 Nov 2019 (18:21:33)
23 AVMOS 192.168.29.17 | CATC_BKK IWindows 7 Enterpe Acer re{TM™) i5-2400 CPU @ 2.99 GB 18278 17078 01 Nov 2018 (20.05:49) 01 Nov 2019 {19:59:46)
24 BENZ 192.168.28.253 | CATC_BKK Windows 7 Enterpr Acer bre(TM) i5-6400 CPU @ 3.96 GB 931.41G8 765.28 GB 07 Nov 2019 {08:26:41) 06 Nov 2019 {16:09:51)
25  BIRDSOBAD |192.168.27.151| CATC BKK |Windows 7 Enterpr Acer bre{TM) i5-6500 CPU @ 3.95 GB 12078 859.21 GB 07 Nov 2019 (08:18:52) 06 Nov 2019 (16:10:11)
26 BO-PC 10.168.98.60 HUAHIN_AIRPORIWindows 7 Enterpr Acer bre(TM) i5-2400 CPU @ 2.99 GB 18278 16378 07 Nov 2019 (07:55:30) 06 Nov 2019 {14:11:25)
27 80Y 10.168.100.76 HUAHIN_SERVICEWIndows 7 Enterpr Acer bre(TM) i7-2600 CPU @ 3.98 GB 232.79 GB 178.62 GB 07 Nov 2018 (09:27:12) 06 Nov 2019 (15:47:29)
28 BUDGET1 192.168.26.185| CATC_BKK MWindows 7 Enterpr Acer bre(TM) i5-6400 CPU @ 3.95 GB 931.23 GB 713.15GB 07 Nov 2019 (07:47:05) 06 Nov 2019 {16:56:29)
2 BUDGET2 1921683157 | CATC_BKK |Windows 7 Enterpr Acer bre(TM) I5-3340 cPU @ 3.47 GB 931.41G8 82998 GB 07 Nov 2018 (06:43:21) 06 Nov 2019 (16:55:31)
30 BUDGET3 192.168.23.180| CATC_BKK _Windows 7 Enterpr Acer bre(TM) i5-3330 CPU @ 3.47 GB 931.41G8 82224 GB 07 Nov 2019 (10:07:30) 06 Nov 2019 {16:17:21)
31 BUSSAKORN | 192.168.23.181| CATC BKK IWindows 7 Enterpriabyte Technology Co., lbre(TM) i5-4460 CPU @ 3.90 GB 931.41G8 778.59 GB 07 Nov 2019 (08:47:54) 06 Nov 2018 (18:38:46)
32 BUUNTIENG-PC | 10.168 98.146 HUAHIN_AIRPORIWindows 7 Enterprgabyte Technology Co., lbre(TM) i5-4460 CPU @ 3.16 GB 931.41GB 741.01GB 06 Nov 2019 (13:47:16) 04 Nov 2019 (19:59:58)
33 €1359 192.168.16.254 | CATC_BKK _ Windows 7 Enterpr HP-Pavilion M)2 Quad CPU_ Q674 2.00 GB 596.06 GB 514.91 GB 15 Aug 2019 (03:30:00) 15 Aug 2019 (03:28:43)
34 CATAD6 192.168.30.16 | CATC_BKK |ft Windows 10 Thré Acer bre{TM) i3-8100 CPU @ 3.91 GB 931.02 GB 886,39 GB 06 Nov 2019 (16:03:08) 30 Oct 2019 (11:38:32)
35 CATA11 192.168.31.142 | CATC_BKK |t Windows 10 Thre Acer bre{TM) i3-8100 CPU g 3.78GB 93120 GB 833.01GB 06 Nov 2018 (17:42:52) 09 Oct 2019 (13:39:34)
36| carc-1666 192.168.26.65 | CATC_BKK IWindows 7 Enterpr Acer e(TM) i5CPU 760 | 296 GB 465.76 GB 298.69 GB 07 Nov 2018 (17:59:39) 07 Nov 2019 (06:02:28)
37 CATC-1735  |192.168.22.212| CATC_BKK MWindows 7 Enterpr Acer Ire{TM) i5-2450M CPU | 3.45 GB 465.66 GB 396.60 GB 07 Nov 2019 {08:02:31) 06 Nov 2019 (16:59:04)
38 | CATC-MAM 192.168.26.20 | CATC BKK | Windows 7 Ultim3 Acer bre{TM) i5-3340 CPU @ 3.47 GB 931.41GB 765.01 GB 27 Aug 2018 (14:03:03) 27 Aug 2019 (14:02:24)
39 CATC-PC 10.168.96.177 HUAHIN_AIRPORIWindows 7 Enterprgabyte Technology Co., lbre{TM) i5-4460 CPU @ 3.16 GB 931.41G8 777.31GB 20 Aug 2019 (07:12:47) 20 Aug 2019 {07:08:45)
40 CATC-PC 10.168.101.121 Default  MWindows 7 Enterpr] Acer re{T™) i7-7500U cPU { 7.87 GB 931.41G8 81837 GB 26 Aug 2019 (16:42:50) 25 Jul 2019 (14:40:18)
41 CATC-PC 10.168.96.147 HUAHIN_AIRPORIWindows 7 EnterprEabyte Technology Co., bre(TM) i5-4460 CPU @ 3.16 GB 931.41G8 615.02 GB 20 Aug 2019 (07:04:30) 20 Aug 2019 (07:03:01)
42 CATC-PC 102.168.27.236| CATC_BKK IWindows 7 Enterpr Acer bre(TM™) 17-7700 cPU @ 7.96 GB 18278 17278 25 Oct 2019 (16:45:35) 22 Oct 2019 (17:14:37)
43 CATC-PC 192.168.23.22 | CATC_BKK _|Windows 7 Enterpr Acer bre(TM) i5-6500 CPU @ 3.95 GB 931.41GB 436,67 GB 01 Nov 2019 (11:55:01) 01 Nov 2019 {11:54:17)
a4 CATC-PC 192.168.28.66 | Avionics  Windows 7 Enterpr] Acer bre{TM™) 17-6700 cPU @ 7.95 GB 18278 14978 01 Nov 2019 (08:27:07) 31 Oct 2019 (21:02:21)
CATC-PC 10.168.96.174 HUAHIN_AIRPORTWindows 7 Enterpe Acer bre{TM) i5-6500 CPU @ 3.95 GB 931.41GB 677.12 GB 04 Nov 2013 (08:17:03) 31 Oct 2019 {15:58:42)

Client_assets (1)
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Next generation Seqrite Endpoint Security (EPS) File Activity Monitor Feature.

File Activity Monitor

Monitor (Copy, Rename, Delete)
Removable /Network Drives/Local Drives

Removable ‘
Network Drives \g —

—

Text
Files
Data
Files

Audio
Files
Video
Files
Image
Files
Database

Files
Executable

Files
Custom
Files

Monitor Only Delete
Activity

= ]

Rename

Delete

iz
b T

. Local Disk (C:) Local Dk (D) USE DeSK (G)
Local Drives

CERRERER @@



Next generation Seqrite Endpoint Security (EPS) File Activity Monitor Feature.

Files Copied (24)

Files Deleted (30) Files Renamed (1)

@ Local Drive: 22 @ Local Drive: 21 @ Local Drive: 1

@ Removable Drive: 2 @ Removable Drive: 9 @ Removable Drive: 0

@@ Newwork Drive: 0 B Network Drive: 0 @ Netwwork Drive: 0
Top User Activity

Files Copied in Local Drive
User Name Endpoint Name

Admin DESKTOP-NF36KF4

Files Deleted in Local Drive
User Name Endpoint Name

Admin DESKTOP-NF36KF4

Files Renamed in Local Drive
User Name Endpoint Name

Admin DESKTOP-NF36KF4

Incidents

22

Incidents

21

Incidents

Files Copied in Removable Drive
User Name Endpoint Name Incidents

Admin DESKTOP-NF36KF4 2

Files Deleted in Removable Drive
User Name Endpoint Name Incidents

Admin DESKTOP-NF36KF4 9




Next generation Seqrite Endpoint Security (EPS) Web Control Feature.

Web Control

@ 1. Web Filtering
Custom Web Block
Block Web Categories

Block All Web

@ 2. Internet Access Control 2 _
Schedule Internet Access




Next generation Seqrite Endpoint Security (EPS) Application Control Feature.

ALLOWED
Application Categories ELOICAED -

s N /‘3 | g
25’:3' ?L./_”n"'&" ] @j

Application Control

Blocks the use of
unauthorized List
anplications aon the netwaork Schedule

°0@’a‘?em§ Scan

Add Application

CHICHC

Application Control

Block unauthorized application when accessed

i] Notify clients when an unauthorized application is blocked
Application Categories Authorized Unauthorized Custom
Educational Software . =
Email Clients ®
Encryption Steganography Tools 2 ® ®
File Sharing Applications ®
Games ) ® =
Following is a list of applications under the selected category
Application Name Unauthorized
+  4tHITMailPrivacyLITE
+  AxCrypt
* Boxcryptor
+ Buttercup
¥ Cha !,—nap'
-
Add Application

You can also add an application that is not included in the above list. Click on Custom Applications 10 add an application

Custom Applications




Next generation Seqrite Endpoint Security (EPS) Advance Device Control Feature.

®

P
0

Wired LAN Modems oenal Paraliel

898 ¢

Wireless LAN Windows

Portable Devices

2,

Bluetooth * Imaging
E) devices
Infrared #’o@'
Windows
® Mobile
- — @ @
Removable ’ Palm QS
media
External HDD BlackBerry
CO/OVD

Smartphone (*1) Other devices

e e — e — — — — — — — — — — — — — — — — —

Device

9% ? funauthorized
evices In the network.

(Block, Allow, Read Only,
Exceptlons Device )

i. USB Storage Device

i. CD/DVD

iii. Internal Card Reader (SD Cards,
Memory Cards)

iv. Floppy Drive

v. Wi-Fi

vi. Bluetooth

vii. Firewire Bus

viii. Serial Port

ix. SATA Controller

x. Thunderbolt

xi. PCMCIA

xii. Card Reader Device (MTD/SCSI)

xiii. Windows Portable Device
(Digicams, Smartphones)

xiv. iPhone/iPad/iPod xv. Blackberry

xvi. Scanner & Imaging Devices

xvii. Webcam

xviii. Local Printers

xix. Teensy Board

xx. Network Share



Next generation Seqrite Endpoint Security (EPS) Data Loss Prevention Feature. o

Data loss
Plr@veqqtti@lntheft and leakage of confidential data, by monitoring various data transfer channels.

— - Action Block / Report
— - Notification

Data — - Dashboard

Pattern

— - Report

Online Offline Roaming

File
Classification

..........................

.......................................



Next generation Seqrite Endpoint Security (EPS) Data Loss Prevention Feature.

@ Data-At-Rest Scan

User Defined Dictionary
4,000 Matched Item Incidents
name 3275
3,000 ??a 736
2,000 - ant 131
U 111
1,000 -
ana 26
0 T T T T T T Other 8
< 9 ~ > <
§ ¥ & & § ¢
< Qo




Next generation Seqrite Endpoint Security (EPS) Data Loss Prevention Feature.

Channel of DLP protection.

=
Z2e

Q28O

<O oes0

ONECIVE G e g

020
000
100

Ee
=0

Print Screen

Removable Device

Network Share

Clipboard

Printer Activity

Instant Messengers

File Sharing/Cloud Services

Social Media

Web Browsers

Email Clients



Next generation Seqrite Endpoint Security (EPS) Data Loss Prevention Feature.

Top Users: DLP policy violations

Data Leaks User Name IP Address Endpoint Name Incidents

admin 172.20.10.2 SEQRITE 25

@ Removable Devices: 10 [} Applications: 3 [} Network Share:0 [ Clipboard: 7

Print Screen: 2 Printer Activity: 3

Detection of DLP policy violations

0 0 20 2 3

Files copied Confidential Data User Defined Dictionary Print Screen Printer Activity




Next generation Seqrite Endpoint Security (EPS) Data Loss Prevention Feature.

W 00 S~ O o B W N

=
N o= O

w

NN = e
= O W 0 N O A

Date and Time

Endpoint Name User Name IP Address

Content Type

Matched ltem

Channel Details Action Taken

03 Oct 2019 (15:41:01) [SEQRITE admin 192.168.1.49 |F:\mysql-5.6.42-win32.zijUser Defined Dictionary |License Removable Devices |F:

03 Oct 2019 (15:33:18) [SEQRITE admin 192.168.1.49 [F:\SEQRITE76.EXE User Defined Dictionary |TOR Removable Devices |F:

03 Oct 2019 (15:09:47) |[SEQRITE admin 192.168.1.49 [F:\SEQRITE76.EXE User Defined Dictionary |TOR Removable Devices |F:

03 Oct 2019 (14:51:17) [SEQRITE admin 192.168.1.49 [F:\SEQRITE76.EXE User Defined Dictionary |TOR Removable Devices |F:

03 Oct 2019 (13:36:05) |[SEQRITE admin 192.168.1.49 [F:\NEW-SEQRITE PRESEN]User Defined Dictionary [Segrite Removable Devices |F:

03 Oct 2019 (11:40:43) [SEQRITE admin 192.168.1.49 |Clipboard User Defined Dictionary |Segrite Clipboard

03 Oct 2019 (08:55:05) |[SEQRITE admin 192.168.1.49 [F:\SEQRITE76.EXE User Defined Dictionary |TOR Removable Devices |F:

03 Oct 2019 (08:51:32) |[SEQRITE admin 192.168.1.49 |F:\mysql-5.6.42-win32.zijUser Defined Dictionary |License Removable Devices |F

01 Oct 2019 (16:17:33) |[SEQRITE admin 192.168.1.49 |Clipboard User Defined Dictionary [Customer Clipboard

01 Oct 2019 (15:36:12) [SEQRITE admin 192.168.1.49 |Clipboard User Defined Dictionary |Segrite Clipboard

01 Oct 2019 (13:10:23) [SEQRITE admin 192.168.1.49 |Clipboard User Defined Dictionary [Segrite Clipboard

01 Oct 2019 (12:23:35) |[SEQRITE admin 192.168.1.49 |Clipboard User Defined Dictionary |Seqrite Clipboard

30 Sep 2019 (23:31:33) |SEQRITE admin 192.168.1.49 |Clipboard User Defined Dictionary |Segrite Clipboard

130 Sep 2019 (23:14:05) |SEQRITE admin 192.168.1.49 |Print Screen Print Screen

30 Sep 2019 (22:51:22) |SEQRITE admin 192.168.1.49 |Print Screen Print Screen

130 Sep 2019 (16:19:00) |SEQRITE admin 192.168.1.49 |Clipboard User Defined Dictionary [Segrite Clipboard

30 Sep 2019 (01:28:01) |SEQRITE admin 192.168.1.49 |C:\Users\admin\ScStore\|User Defined Dictionary [t3u Web Browsers Chrome
130 Sep 2019 (01:28:01) [SEQRITE admin 192.168.1.49 |C:\Users\admin\ScStore\|User Defined Dictionary [t3u Web Browsers Chrome
30 Sep 2019 (01:26:03) [SEQRITE admin 192.168.1.49 |C:\Users\admin\ScStore\|User Defined Dictionary [t3u Web Browsers Chrome

1A3av°1

AL UN19
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Next generation Seqrite Endpoint Security (EPS) System Tune Up Feature.

System Tune
U P Helps to improve system

performance.
80% 60% 50% 40%
1 Disk Clean-up 2 Registry Clean-up 3 Defragmentation 4 Report
) ' @ J . E;
7 =il




Next generation Seqrite Endpoint Security (EPS) Report O

Repor

feports and logs for various protection modules can be fetched manually or scheduled to be emailed at periodic intervals.

-
\6 Scheduled Reports
i==

Print Report a

s
Export Report to CSV File ??A Customize Report Parameters
i

Export Report to PDF File .a
' Adobe.

LOG H Management Server Event Logs Report



Next generation Seqrite Endpoint Security (EPS) Management Console. o

Management Console

User friendly interface for monitoring configuring and managing systems in the network with detailed report
and graphical dashboard. Primary and Secondary Server architecture to manage distributed network effectively.

Multi Level Manage User

- Update Manager - Removal inactive clients _ Super Administrator
_ - Administrator
- Multiple Update Manager - Group Administrator
A - Report Viewer

Groups & Policies S ~ ¢ - EPS Server Notification

web-based management : : Roaming Platform




Next generation Seqrite Endpoint Security (EPS) Client Deployment.

Through Active Directory
o $ M susing | [ Swwen | 700 | D tag \ ! Sync with Active Directory groups to deploy Endpoint Security Client.
Endpoint Security 7.4 . m (lents  Settings  Reports ." N S

Remote Install
Install Endpoint Security Client remotely.

Notify Install
Send e-mail notification containing URL to Client Installation.

Client Packager
Create client installer for manual installation.

Login Script
Assign login script for client installation.

A ) ‘,"" \  Remote Uninstall
Py = = EN \ | Uninstall Client remotely.

1)



Next generation Seqrite Endpoint Security (EPS) Management System.

Master
Server

Secondary
— Server

=
3




Next generation Seqrite Endpoint Security (EPS) Manage Secondary Servers.

Seqrite

Endpoint Security 7.6 1otal

Dashboard

Consolidated Dashboard

Manage Secondary Servers

Here you can manage Secondary Servers under the Master Server.

Status Of Secondary Servers (Total : 37)

Approved

Secondary Server

® M-SIAMEBU

P address

172.16.16.50

s allocated

Endpoint: 1 | DLP: O

Policy Information
Name: Default
Status: Pending

Last connected time

14 Apr 2020(14:07:29)

Approved

Approved

Secondary Server

P addres:

192.168.0.103

Licenses allocated
Endpoint: 2 | DLP; O

Pol rmation

Name: Default
Status: Pending

LAST ConnecCted Time

24 Apr 2020(08:44:57)

Approved

\'“ Admin Settings

® MOS_FASTNET-CEN...

M Support ? Help

Settings Reports

Approved

Secondary Server
@ Te_Triples

P addres

192.168.1.105

Endpoint: 5 | DLP; 0

Policy Information
Name: Default
Status: Applied

LAast connected time

28 Aug 2020(12:10:01)

Approved



Next generation Seqrite Endpoint Security (EPS) Consolidated Dashboard.

{3 Admin Settings M Support

Seqrite
Endpoint Security 7.6 1o

Dashboard Consolidated Dashboard Manage Secondary Servers
Statistics of all Endpoints

Virus Incidents License Allocation Summary
=—rom - 201

Licenses

\ ./\ M Master Server 86
L N R J L R J o000 O0O0OCS L N
30 Ju 07 Aug 11 Auvg AL

03 Aug 15 Aug 19 Aug 23 Aug 7 Ag Secondary Server: 115

Status Security Assets

Protection Connection Update
Endpoint(s) endpoint(s) Endpoint(s)
| . N 'l
Deploved W Unprotected Client Online W Roaming Jp-1o0-gate B Not updated fron
164 05 Deployment 71 14 83 ast 1 day
Failed 26
e W Offline Disconnected
80 0 Not updated from @ Not updated from
ast 3 days ast 7 days
o7 0%
B Not updated from @ Not updated from




Next generation Seqrite Endpoint Security (EPS) Product Editions.

r
g Seyee

{ Endpoin Secerity
i oo

Business Edition: Endpoint
protection with Advanced Device
Control gives that ‘extra’
protection to enterprises.

Total Edition: Complete endpoint
protection against sophisticated
and targeted attacks.

Enterprise Suit Edition: Total
endpoint protection and Data Loss
Prevention (DLP) in one license.

B Product Comparis

O

Features

Antivirus

Business

Total Entererise Suite

Anti Ransomware

Email Protection

IDS/IPS

Firewall

Browsing Protection

Phishing Protection

SMS Notification

Vulnerability Scan

Roaming Platform

Spam Protection

Asset Management

Advanced Device Control

0000000000000

Web Filtering
Application Control

Patch Management

/

Tuneup

)O0000000 000000000

File Activity Monitor

Data Loss Prevention

*NOTE: Complete information on Sect Editions and System Reguirem

S
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Nextech Distribution Company Limited.
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lWasNs 02-0563663 , 062-1919663 SEQQITE




Next generation Seqrite Endpoint Security (EPS)

Awards & Certifications

Seqrite receives Best Enterprise IT
Security Brand Award

Seqrite receives No. 1 ratingin AV -
Comparatives Performance Test

APPROVED

3

"o

Seqrite Endpoint Security certified as
‘Approved Corporate Endpoint
Protection’ for Windows by ‘AV-Test’

Segrite Endpoint Security v7.2 receives
BEST+++ certification from AvLab

APPROYED

Seqrite Endpoint Security Enterprise
Suite receives BEST+++ certification from
AVLab in Fileless Malware Protection
Test

Segrite Endpoint Security (v.16) for
Windows

GLOBAL
EXCELLENCE

Seqrite Endpoint Security (EPS) abodod i

Enterprise Suite Edition v.7.0
affect: eress szome 1o San-ite Encpe 12th Annual Info Security PG's 2016
NS S SNRROER SUNE - H0c Bt Ui Global Excellence Awards, USA

OPSWAT

Seqrite Endpoint Security(v.15 and v.16)
for Windows

(Diabs
WY ez

ICSA Labs




Next generation Seqrite Endpoint Security (EPS)

L

P

Sed i

N\

: T

BANDI

0 -

Formsat - MP4

Backup & Restore

www.BANDICAM.com

REC




